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1 EXECUTIVE SUMMARY 
The purpose of this white paper is to document the technologies currently used in public safety applications 
and investigate additional current and emerging technologies as well as the need for new technologies that 
could be used for public safety applications. The goal of course is to help the public safety agencies and 
personnel improve their effectiveness and their performance to be able to respond, especially to emergencies, 
promptly. 

This first edition of the white paper is a result of several months of effort by the IEEE Public Safety 
Technologies Task Force (PSTTF) established by the IEEE Future Network Initiatives (FNI) of the IEEE Future 
Directions Committee (FDC). We anticipate sufficient feedback to guide the next editions of this white paper as 
well as subsequent activities in this important area. We recognize that the format and content may not be 
consistent throughout the paper due to a large number of contributors, and again we anticipate addressing 
that in the next edition. 

This first edition serves as a place to hold the background information. It describes the users, applications, and 
technologies used in public safety.  It includes detailed descriptions of several use cases that are considered to 
include highly significant and timely public safety applications and technologies. For each use case, the paper 
provides an overall description and major scenarios under this use case. For each scenario, the paper provides 
a description of it, the technologies currently used, and the “opportunity technologies” that may be used to 
improve the operations for this scenario. Also, the paper provides a brief analysis of the technology gaps, 
which is a consolidation of opportunity technologies discussed in the paper. A ranking of these technologies 
and an identification of a prioritized list of the opportunities are included here as well.  The paper ends with a 
summary, its conclusions, recommendations, and potential next steps the Task Force will take. 

The primary motivation behind the formation of the PSTTF is that many IEEE activities include technologies 
that are essential for public safety applications. These activities are mainly focused on IEEE FDC Initiatives and 
a wide range of Technical Societies, and Technical Councils that are formed from groups of collaborating 
Technical Societies. Therefore, a great opportunity exists now to harness the above resources, which are 
formed from IEEE volunteers and staff, to serve as a platform for public safety agencies, practitioners, and 
researchers to discuss and exchange ideas on how these emerging technologies can help public safety 
personnel be more effective in their oftentimes lifesaving activities. The objectives of the PSTTF are as follows: 

• Investigate, identify, and prioritize opportunities for existing relevant technologies for solving real-world 
challenges that public safety agencies are currently or will in the future be facing. 

• Research new technologies for filling the gaps in public safety applications. 
• Launch activities, products, and services (e.g., workshops, webinars, white papers, standards, roadmaps, 

education, training) to establish the use of technologies by public safety entities, which support the IEEE 
mandate to “serve humanity.” 

• Engage, interact, and collaborate, where appropriate, with public safety associations, industry consortia, 
academic and governmental entities. 

The following is a list of public safety cases/applications that are in greater need of technologies:  

• Forest Fires 
• Earthquakes 
• Hurricanes, Floods, Tsunamis 

• Emergency Medical Services.  
• Law Enforcement (Border Control) 

• Outbreaks, epidemics, pandemics 
• Recreational (Beaches, Arenas, Stadiums, 

Theme Parks) Safety 
• Traffic/transportation Safety (Roads, Sea, Air, 

Trains) 



The extent of public safety applications and the variety of supporting technologies are quite large. Based on an 
extensive analysis of important use cases, the task force applied several stages of curation that identified a) 
public safety applications that could most benefit from new or enhanced technologies and b) a “Top 10” set of 
technologies holding the most promise for future development. Based on some qualitative assessments 
discussed under various use cases presented in Section 4, the task force identified the following 10 areas. We 
also attempted to rank them. So the resulting top 10 technology areas we believe are worth studying further 
to identify solutions to address the important issues that public safety agencies and personnel are facing today 
are as follows: 

• Smart Algorithms (Artificial Intelligence / Machine Learning/Big Data Analytics) 

• Software Security – Detection, Response 

• Communications Networks (5th Generation (5G), 6th Generation (6G), Wi-Fi, Non-Terrestrial, Etc.) 

• Biotechnology, Deoxyribonucleic Acid (DNA), Biometric Monitoring Systems.  

• Blockchain 

• Intelligent Reality (Augmented Reality (AR), Virtual Reality (VR), etc.) 

• Drones and Robots 

• Smart Video and Audio Surveillance Systems 

• Facial Recognition 

• Cloud/Fog/Edge Computing 

The white paper then delves more deeply into the “Top 5,” which the task force believed had the greatest gaps 
for public safety applications. 

This white paper has captured and documented in one place a view of what already exists in the public safety 
realm, along with identifying technology gaps and opportunities for further exploration and research. As 
mentioned before, this is an initial analysis of the technology gaps. The conclusion is that there are significant 
gaps as highlighted in the document. More specifically, Section 5 offers a prioritized list of technologies with 
the greatest gaps and opportunities for further exploration.  Therefore, we highly recommend that this effort 
should continue with a further detailed analysis of each technology gap.   

Recognizing the need for exchanging ideas and developing solutions among stakeholders, including public 
safety agencies, equipment suppliers, and service providers, we encourage undertaking careful consideration 
of how to best extend IEEE efforts to meet this demand. Potential avenues worth of exploration include 
addressing the aforementioned technology gaps; addressing the role of emerging technologies like AR, AI, and 
5G; and establishing supporting frameworks benefitting both public safety professionals and society as a 
whole.   
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2 INTRODUCTION 
The purpose of this white paper is to document the technologies currently used in public safety applications 
and investigate additional current and emerging technologies as well as the need for new technologies that 
could be used for public safety applications. The goal of course is to help the public safety agencies and 
personnel improve their effectiveness and their performance to be able to respond, especially to emergencies, 
promptly. 

This white paper is a result of several months of effort by the IEEE Public Safety Technologies Task Force 
established by the IEEE Future Network Initiatives of the IEEE Future Directions Committee (FDC). 

2.1 Objectives of the Task Force 
The objectives of the IEEE Public Safety Technologies Task Force (PSTTF) are as follows: 

• Investigate, identify, and prioritize opportunities for existing relevant technologies for solving real-world 
challenges that public safety agencies are currently or will in the future be facing. 

• Research new technologies for filling the gaps in public safety applications. 
• Launch activities, products, and services (e.g., workshops, webinars, white papers, standards, roadmaps, 

education, training) to establish the use of technologies by public safety entities, which support the IEEE 
mandate to “serve humanity.” 

• Engage, interact, and collaborate, where appropriate, with public safety associations, industry consortia, 
academic and governmental entities. 

2.2 The Motivation Behind this White Paper 
IEEE activities include technologies that are essential for public safety applications. These activities are mainly 
focused on IEEE Future Directions Initiatives and a wide range of Technical Societies, and Technical Councils 
that are formed from groups of collaborating Technical Societies. 

Initiative-related topics include: 5G/6G Wireless, International Network Generations Roadmap (INGR), Digital 
Reality (AR, VR, Digital Twins), AI/ML, Blockchain, Big Data, IoT, Cloud, Smart Grid, Smart Cities and Software 
Defined Networks. 

Technical Societies with relevant technologies include Computers, Communications, Power & Energy, Robotics 
and Automation, Intelligent Transportation Systems, Aerospace and Electronic Systems, Engineering in 
Medicine and Biology, and the Vehicular Technology Society. 

Technical Councils with relevant technologies include Sensors, Radio-Frequency Identification (RFID), and 
Biometrics. 

In addition, there are several IEEE Technical Communities addressing topics of relevance to public safety 
technologies. 

A great opportunity exists now to harness the above resources, which are formed from IEEE volunteers and 
staff, to serve as a platform for public safety agencies, practitioners, and researchers to discuss and exchange 
ideas on how these emerging technologies can help public safety personnel be more effective in their 
oftentimes lifesaving activities. 

The purpose of this white paper is to capture and document in one place a view of what already exists in the 
public safety realm, along with identifying technology gaps and opportunities for further exploration and 
research. Depending on the results of the white paper, PSTTF would implement an approach comprised of the 
following steps: 

• Conduct workshops to drill down into the gaps and opportunities. 
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• Write a more comprehensive document detailing a blueprint of actions. 
• Organize teams to investigate further and develop recommendations for a roadmap. 
• Disseminate and publicize the results through workshops, events, training, publications, standards, etc. 

2.3 Organization of the White Paper 
This white paper is organized as follows. Chapter 1 provides an executive summary of the whole document.  

Chapter 2 introduces the task force, the document, its objectives and motivation behind this effort, and the 
structure of the document. 

Chapter 3 serves as a place to hold the background information. It describes the users, applications, and 
technologies used in public safety. Please note that, where users and applications are discussed, the focus is on 
the technologies. 

Chapter 4 deals with several use cases that are considered to include highly significant and timely public safety 
applications and technologies. For each use case, the paper provides an overall description and major 
scenarios under this use case. For each scenario, the paper provides a description of it, the technologies 
currently used, and the “opportunity technologies” that may be used to improve the operations for this 
scenario. 

Chapter 5 presents a consolidation of opportunity technologies discussed in Chapter 4. A ranking of these 
technologies and an identification of a prioritized list of the opportunities are included here as well. 

Chapter 6 provides a summary of the report, its conclusions and recommendations, and potential next steps 
the Task Force will take. 

The paper also includes a list of acronyms (and their full forms), which are used throughout the document. 
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3 BACKGROUND 
This chapter describes the users, applications, and technologies used in public safety. Please note that, where 
users and applications are discussed, the focus is on the technologies. 

3.1 Users of Public Safety Technologies 
This section, when fully developed, will provide brief generic descriptions of users of the public safety 
technologies.  The user categories of include:  

• Police Department 

• Fire Department 
• Emergency Medical Services 

• Coast Guard, Ocean Rescue, Shore Safety, 
Border Protection 

• Utility Response Units 

Also discussed in this section, the jurisdictional aspects of the users whether they are  

• Global 
• National 

• Provincial/State 

• County 
• Municipal/Local 

In addition to the above governmental users, this section also will discuss other types of users such as  

• Individual/personal 

• Enterprise, campuses 
• Residential buildings, communities 

Finally, this section, when available, will discuss inter-agency interoperability with the technologies used for 
this purpose in mind. 

3.2 Public Safety Applications 
3.2.1 Public Safety Ecosystems – US National Planning Framework [1]: 

Public Safety may also be referred to as Public Protection and Disaster Recovery (PPDR. The Public Safety 
Ecosystem includes first responders, described in Sec 3.1, with areas of operations in law enforcement, 
emergency medical services, firefighting, rescue, and other mission-critical areas. The Public Safety ecosystem 
is comprised of different government, academic, and industry groups that address key areas along the event 
continuum as shown in Figure 3.2.1. The event continuum or continuum of recovery includes prevention, 
protection, mitigation, response, and recovery stages from adverse effects due to planned and unplanned 
events. Each stage may be aligned with specific industry groups. This enables intra-ecosystem alignments along 
the continuum of recovery. Inter-ecosystem alignments with other ecosystems such as transportation, health 
care, etc. will enable an optimized or “smart” approach to governance as shown in Fig 3.2.1. 
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Figure 3.2.1. Public Safety Ecosystem 

The conceptual approach is highlighted in Figure 3.2.2. Related ecosystems include health care, transportation, 
electrical power, etc., and may lead to planned and unplanned events or scenarios as shown on the left-hand 
panel in Fig 3.2.2. Events or incidents may be addressed through planning along the continuum of recovery for 
prevention, protection, mitigation, response, and recovery as shown in the center blue panel. The incident 
complexity may be categorized by the number of operational periods (e.g., days), the number of resources 
needed, and the size of the geographical area.  

Operational facilities, such as emergency coordination centers, and incident command structures and teams 
will be used to address public safety incidents and events. Suitable technologies (e.g., deployables, wireless 
communications, etc.) and administrative vehicles (e.g., mutual aid agreements or other multi-jurisdictional or 
international coordination and agreements) may be necessary depending on the nature of the incident or 
agreement.  
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Figure 3.2.2. Conceptual Public Safety Ecosystem and Inter-Ecosystem Operations 

The public safety continuum of recovery and technology focus is shown in Figure 3.2.3. These event-centric 
areas or ecosystem stages may lead to focused research and development, applications and services, and 
operations.  

 
Figure 3.2.3. Public Safety Mission Areas 

Academia, industry, and government may work together to innovate in a structured approach that considers 
alignments along with the public safety ecosystem, alignments among other ecosystems, and governance 
functions related to optimized public safety mission areas as described in the next section. This approach may 
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also be extended towards a more comprehensive transdisciplinary framework development to support smart 
cities and rural development as shown in Figure 3.2.4. 

 
Figure 3.2.4. Public Safety Ecosystem within transdisciplinary applications and services framework [2]. 

3.2.2 Public Safety Mission Areas 

The public safety ecosystem includes challenges related to protection, prevention, mitigation, response, and 
recovery functions. Cities may use a structured, scalable, flexible, and adaptable approach such as the National 
Incident Management System (NIMS) [3]. Incidents may span several smart city ecosystems and include 
transportation accidents, health emergencies, industrial accidents, building evacuations, natural disasters, etc. 
Most incident types are of low complexity in local areas.   

However, high complexity events may be of regional or national significance. The operations and capabilities 
required can differ based on the specific nature of the mission areas, resources, incident complexity types, and 
operations facilities. 

https://www.fema.gov/media-library-data/1508151197225-ced8c60378c3936adb92c1a3ee6f6564/FINAL_NIMS_2017.pdf
https://www.fema.gov/media-library-data/1508151197225-ced8c60378c3936adb92c1a3ee6f6564/FINAL_NIMS_2017.pdf
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Table 3.2.1. FEMA NIMS Incident Complexity Types 

Public Safety 
Mission 
Areas 

Functional Focus Technology Focus Primary Areas of Interest 

Prevention Avoid, prevent, or stop a 
threatened or actual imminent 
act of terrorism. This mission 
area is exclusive to terrorist 
threats. 

Increased awareness and 
readiness level. 

• Chemical threats 
• Chemical. Biological, Radiological, 

Nuclear, and Explosive (CBRNE) 
threats 

• Cybersecurity threats 
• Attacks on the electrical grid 
• Active and passive surveillance and 

search procedures assessments, bio 
surveillance, sensor technologies, or 
physical investigation and 
intelligence. 

• Public Information and Warning 
Protection Secure against acts of terrorism 

and manmade or natural 
disasters. 

Detect and identify 
threats. 

• Border Security  
• Critical Infrastructure Protection  
• Cybersecurity 
• Weapons causing mass destruction 
• Agriculture and Food 
• Health Security 
• Immigration Security 
• Protection of Key Leadership and 

Special Events 
• Transportation Security 

Mitigation Reduce loss of life and 
property by lessening the 
impact of disasters. 

Improved situational 
awareness and enable 
decision-making. 

• Natural hazards 
• Disease 
• Technological and accidental 

hazards 
• Terrorist organizations or affiliates  
• Cyber-attacks 

Response Save lives, protect property 
and the environment, and 
meet basic human needs after 
an incident has occurred. 

Tactical capabilities. to 
save lives, property, and 
the environment after an 
incident has occurred 

• critical transportation 
• environmental response/health and 

safety 
• fatality management services 
• fire management and suppression 
• infrastructure systems 
• logistics 
• supply chain management 
• mass care services 
• mass search and rescue operations 
• on-scene security, protection, and 

law enforcement 
• operational communications 
• public health, health care, and 

emergency medical services 
• situational assessment. 
• Cross-Sector Business and 

https://www.fema.gov/media-library-data/1466017209279-83b72d5959787995794c0874095500b1/National_Prevention_Framework2nd.pdf
https://www.fema.gov/media-library-data/1466017309052-85051ed62fe595d4ad026edf4d85541e/National_Protection_Framework2nd.pdf
https://www.fema.gov/media-library-data/1466014166147-11a14dee807e1ebc67cd9b74c6c64bb3/National_Mitigation_Framework2nd.pdf
https://www.fema.gov/media-library-data/1572366339630-0e9278a0ede9ee129025182b4d0f818e/National_Response_Framework_4th_20191028.pdf
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Infrastructure 
Recovery Assist communities affected by 

an incident to recover 
effectively 

Planning, tactics, and 
operations before and 
after an event (typically 
years) 

• economic recovery 
• health and social services 
• housing 
• infrastructure systems 
• natural and cultural resources 

 

3.2.2.1 Prevention Mission Area 

The Prevention Framework core capabilities include engaged partnerships; scalability, flexibility, and 
adaptability; and readiness to act. Additional mission area core capabilities include forensics and attribution; 
intelligence and information sharing; interdiction and disruption; and screening, search, and detection.  

3.2.2.2 Protection Mission Area 

The Protection Framework promotes integration, synchronization, and resilience across various jurisdictions. It 
relies on existing coordinating structures that includes operations centers; law enforcement task forces; critical 
infrastructure sector, government, and cross-sector coordinating councils; governance boards; regional 
consortiums; information-sharing mechanisms, such as state and major urban area fusion centers; health 
surveillance networks; and public-private partnership organizations at all levels. The coordinating structures 
may span functional, critical infrastructure sectors, and geographical boundaries.  

3.2.2.3 Mitigation Mission Area 

The Mitigation Framework is driven by risk management, rather than the occurrence of incidents or issue 
management, and it is intended to reduce the likelihood of exposure and vulnerability of communities. 
Additional Mitigation mission area core capabilities include threats and hazards identification, risk and disaster 
resilience assessment, planning, community resilience, public information and warning, long-term vulnerability 
reduction, and operational coordination 

3.2.2.4 Response Mission Area 

The priorities of the Response mission area are to stabilize incidents, save lives, protect property and the 
environment, meet basic human needs, restore community lifeline services and other basic community 
functionality, and establish a safe and secure environment for recovery activities. Additional Response mission 
area core capabilities include Emergency Support Functions (ESFs) for transportation, contingency 
communications, public works and engineering (e.g. emergency power), firefighting, information and planning, 
mass care, emergency assistance, temporary housing and human services, logistics (e.g. food and water 
distribution), public health and medical services, search and rescue, oil and hazardous materials, agriculture 
and natural resources, energy, public safety and security, cross-sector business and infrastructure (e.g. health 
care infrastructure), and external affairs (e.g. public communications) 

3.2.2.5 Recovery Mission Area 

The primary value of the Recovery Framework is the emphasis on preparing for recovery before a disaster. 
Recovery focuses on the timely restoration, strengthening, and revitalization of communities affected by a 
catastrophic incident. The additional Recovery mission area core capabilities include Recovery Support 
Functions (RSFs) related to economic recovery, health and social services, housing, infrastructure systems, and 
natural and cultural resources. 

The recovery continuum includes the interdependent and concurrent activities that span the prevention, 
protection, mitigation, response, and recovery mission areas. Early planning and prioritization in the early 
stages have a tremendous impact on the nature, speed, and inclusiveness of recovery. 

https://www.fema.gov/media-library-data/1466014998123-4bec8550930f774269e0c5968b120ba2/National_Disaster_Recovery_Framework2nd.pdf
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3.2.3 Federal Emergency Management Agency (FEMA) NIMS Incident Complexity Types 

Incidents may be addressed through an Incident Command System (ICS) with Incident Management Teams 
(IMT). The IMT may operate across geographical boundaries, operation periods, and multiple jurisdictions. The 
IMT operations coordination is conducted with the aid of incident facilities, area command, Emergency 
Operations Center (EOC), and Multi-Agency Coordination Group (MAC Group). 

The NIMS approach is complemented by the National Preparedness System that integrates efforts across the 
following mission areas: 

NIMS provides a structured, scalable, flexible, and adaptable approach that is consistent for public safety 
operations and support activities. The incident complexity types may impact the required operations and 
capabilities. The FEMA NIMS Incident Complexity Types are described in Table 3.2.2. The majority of incidents 
may be classified as Types 3, 4, or 5. However, Types 1 and 2 incidents are typical of national significance. Most 
jurisdictions will have Type 4 incidents at a minimum. 

Table 3.2.2.  FEMA NIMS Incident Complexity Types 

FEMA NIMS 
Incident 
Complexity 
Types 

Resources [4] Operational 
Period 

Comment 

Type 1 Operations personnel often 
exceed 500 per operational 
period and total personnel will 
usually exceed 1,000. 

There is a high impact on the 
local jurisdiction, requiring 
additional staff for office 
administrative and support 
functions 

Multiple 
operational 
periods 

This type of incident is the most complex, 
requiring national resources for safe and effective 
management and operation.  

Type 2 Operations personnel normally 
do not exceed 200 per 
operational period and total 
incident personnel do not exceed 
500 (guidelines only). 

Multiple 
operational 
periods 

This type of incident extends beyond the 
capabilities for local control. 

Type 3 Typically manages up to 200 
personnel 

May extend 
into multiple 
operational 
periods. 

A Type 3 IMT or incident command organization 
manages initial action incidents with a significant 
number of resources, an extended attack incident 
until containment/control is achieved, or an 
expanding incident until the transition to a Type 1 
or 2 IMT. 

Type 4 Several resources are required to 
mitigate the incident, including a 
task force or strike team. 

Single 
operational 
period 

 

Type 5 The incident can be handled with 
one or two single resources with 
up to six personnel. 

Single 
operational 
period 

Examples include a vehicle fire, an injured person, 
or a police traffic stop.  
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An example of the FEMA incident types, and the necessary resources and capabilities may be found at the 
United States Fire Administration (USFA) Field Operations Guide [5]. It describes several scenarios such as 
urban search and rescue and hazardous materials, floods, etc., and the capabilities of the personnel, 
equipment, and communications needed. The current Land Mobile Radio (LMR) system and the use of mutual 
aid channels increase the reach of a multi-jurisdictional response to emergencies [6]. 4th Generation (4G) Long 
Term Evolution (LTE) and 5G systems are expected to complement and greatly extend the communications 
capabilities of first responders. Situational awareness may be greatly enhanced through the use of Unmanned 
Aerial Vehicles (UAVs) and first responders may be better served by the use of deployable such as a cell on 
wings, cell on wheels, backpacks, or other form factors. 

Public safety communications should be reliable, scalable, adaptable, and portable. The communications 
capabilities should be able to function in any type of incident that requires a single or multi-jurisdiction 
response with multiple responders. The equipment and technologies may be easily transported, integrated, 
and deployed. Capabilities include tactical radio communications and telephony, mission-critical 
communications, network access priority and preemption, priority roaming, public warning, and notification 
systems, multiple form factor deployable communication systems, hardware, software, internet-based 
systems, and applications (including Geographic/Geospatial Information Systems (GIS) and incident 
management software), and social media for situation awareness and information dissemination. 
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3.3 Technologies for Public Safety 
This section provides brief descriptions of primary technologies currently used in public safety applications.  
Note that this section is not intended to describe how these technologies are used by public safety 
applications. Chapter 4 discusses in detail how these technologies will be used in various applications.  Table 
3.3.1 provides a list of these technologies and their primary features. 

Table 3.3.1 – Public Safety Technologies 

Technology Definition Features 

Narrow Band 
Communication 
Technologies (LMR, 
Project 25 (P25), TETRA) 

 

Narrow band communication 
technology is a set of communication 
technologies that allow transmitting 
small packets with high efficiency using 
a very small frequency spectrum. 

 

• Covers large areas. 
• Spectrum efficiency 
• Short Message Service (SMS) and Multimedia 

Messaging Service (MMS) 
• Full Duplex calling 
• Digital Imaging 
• Remote video monitoring, surveillance at an 

incident.  
Broadband Comm 
Technologies (LTE, 5G, 
FirstNet, Wi-Fi, 
Terahertz)  

 

Broadband communication 
technologies use wide bandwidth for 
data transmission communication for 
multiple signals and traffic.  

 

• Fast Internet access 
• Video transmission 
• Location and tracking 
• Mobile office 
• Disaster scenarios 
• Remote emergency medical services 
• Remote database access and Information 

transfer applications. 
Ad Hoc, Mesh, Tactical, 
Ham Radio  

 

Ad Hoc: Ad hoc means individual 
devices are communicating with each 
other directly. 

• Coverage extension and interoperability.   

Mesh: A mesh means interconnection 
among devices for collaborative actions 
or processing. 

• Allows devices to communicate with each 
other when the network is down.   

Tactical: Tactical networking helps to 
share voice and data among military 
units.  

• Terrorism, natural disasters, border tensions, 
etc.  

Ham Radio: Using designated radio 
frequency for non-commercial 
exchange messages.  

 

• Can listen to commercial Frequency 
Modulation (FM) stations. 

• Can talk to local emergency services.  

Satellite 

 

A communication payload that orbits a 
planet.  

 

• Support operations in absence of terrestrial 
infrastructure. 

• Enable interconnection for widely distributed 
sites. 

• Offer rapid deployment vehicle 
communication.  

• Increase the capacity and coverage of 
terrestrial networks.   

Aerial Communications Wireless communication occurs from • Search and Rescue services 
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(UAVs, airplanes, 
drones)  

high-altitude platforms using manned 
or unmanned aerial vehicles.  

 

• Fire fighting 
• Law enforcement. 
• Aerial base station.  

Cloud/Fog/Edge 
Computing and 
Networking 

Cloud computing means providing 
different services using the Internet 
such as recourse sharing, storage, 
database, software, etc.  

• Cloud-based video conferencing such as 
Teams 

• Remote work during a pandemic 
• Automation 
• Access to the storage from anywhere.  

Geographical 
Information Systems 
(GIS) 
 

A geographic information system is an 
infrastructure that gathers, analyses, 
and manages data related to the 
earth’s surface.  
 

• Smart policing by mapping crime, identifying 
crime hotspots, crime rate visualization  

• Coronavirus disease (COVID) -19 outbreak 
and epidemic mapping.  

• Forest wildfire mapping 
• Fire, earthquake, armed conflicts, industrial 

accidents, floods mapping.  
Facial Pattern 
Recognition  

Facial pattern recognition is a 
recognition system to detect, tracking 
and identifying human faces.  

• Law enforcement 
• Security (e.g., access and exit control) 

Surveillance 
technologies (video and 
audio) 

Surveillance technologies are used to 
observe the activity and behavior of 
individuals.  

• Public security 
• Crime control and prevention 
• Infrastructure surveillance 

Smart Streets Lighting 
systems 
 

A smart streetlight system incorporates 
a cluster of streetlight lamps that can 
communicate with each other and 
provide lighting data to a local 
concentrator.  

• Noise detection 
• Movement detection 
• Air pollution detection 
• Energy efficiency 

Body-worn camera 
systems 
 

It is a wearable audio, video, or 
photographic system to record events.  

• Law enforcement (to record enforcement, 
investigate, and other encounters) 

• Reduce violence and aggression in retail and 
healthcare  

Biometric monitoring 
systems 
 

Biometric monitoring systems allow 
identifying an individual based on their 
characteristics such as fingerprints, 
signatures, or features of the face.  

• Border control and law enforcement 
• Prevent fraud by using biometric 

authentication and identification.  

Emergency and extreme 
weather response 

Responding to an emergency and 
severe weather conditions to help and 
evacuate people 

• Rapid storm response 
• Ready before the storm.  
• Recovery from the storm.  

Data 
Analytics/AI/ML/Predic
tive policing 
 

Data analytics: It is a science to analyze 
the raw data to make conclusions 
about that information.  

• Social media monitoring. 
• Draws connections between cases 
• Creates crime prediction models.  

AI: Artificial intelligence enables 
machines to act intelligently like 
humans.  

• Predict and prevent crime.  
• Support criminal investigations.  
• Prediction of weather and natural disaster.  

ML: ML is the study of computer 
algorithms that improve automatically 
through experience and by the use of 
data.  

• Emergency medical services 
• Law enforcement 
• Firefighting 
• Crisis management 
• Suicide prevention 

Predictive policing: predictive policing 
refers to the usage of 
historical/location/other data, 
mathematical models, and other 
techniques in law enforcement to 

• Forecasting crime for Law enforcement 
• Crime mapping 
• Identifying suspects and victims.  
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recognize potential criminal activity.  
Digital Reality 
AR/VR/xR 
 

Digital reality refers to the wide 
spectrum of technologies and 
affordances that include augmented 
reality, virtual reality, and mixed reality 
that simulate in various ways.  

• Increasing awareness by demonstrating. 
• Helps to judge a situation.  
• Building confidence through training for law 

enforcement.  
• Reduce cost.  

Digital Twins Digital Twin: Digital twin is a digital 
representation of a physical object, 
process, or service. A digital twin can be 
a digital replica of an object in the 
physical world such as buildings or jet 
engines.  

• Safety for buildings 
• Managing data 
• Managing estates and residents.  
• Following and implementing lockdown 

measures.  

Blockchain 
 

Blockchain is a decentralized, 
distributed ledger technology that 
records the transaction, tracks assets, 
and builds trust.  
 

• The chain of custody by ensuring the physical 
and electronic control of evidence. 

• Strengthening procedures by registering 
evidence in the blockchain.   

• Traceability 
• Smart contracts 

Position 
determination/Location
-based services  

Location-based services are software 
services using geographical data and 
information to provide location-based 
services to the users.  

• Transmitting the precise location of the user 
when calling emergency numbers.  

• Getting the accurate location of the fire 
hydrants, wildfire response.  

Vehicular Technologies 
(electrical, 
communications 
apparatus, 
electromagnetic 
compatibility, devices 
attached, sensors, in-car 
computers, etc.) 

Vehicular technologies refer to the 
vehicle onboard technologies for 
communication, controlling, data 
collection, and so on.  
 

• Accurate location 
• Data collection 
• Satellite communication 
• Wireless communications  
• Situation analysis 

Energy storage 
technologies 

Energy storage is to capture the energy 
and effectively deliver it for future use.  

• Power supply during emergency time.  
• Portability.  

Robotics 
 

Robotics develops machines that can 
substitute for humans and replicate 
human actions for automation in 
several connected processes.  
 

• Security robots providing security 
• Law enforcement robotics drones 
• Clinical care 
• Non-clinical public health 
• Quarantine enforcement 
• Public service announcement 
• Laboratory and supply chain management 
• Non-hospital care 

IoT/Sensors 
 

Internet of things can be described as 
many physical devices connected 
around the world which are collecting 
data.  
 

• Real-time response and control of 
autonomous systems.  

• Mission-critical communication for 
situational awareness  

• Logistic support.  
• Public warning systems 

 

 

 

3.4  Devices   
This section provides brief descriptions of the devices currently used in public safety applications.  
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The devices a first responder may carry vary greatly on the role of the responder both within their job context 
as well as within an incident. While the steady-state “on-the-street” Emergency Medical Technicians (EMTs) or 
Paramedic may carry nothing more than a two-way radio and smartphone, a police officer may have 
everything from a less-than-lethal Taser to a blood-alcohol breathalyzer. 

• Two Way Radio - Also called a Walkie Talkie, these devices vary in complexity from simple analog push-to-
talk to fully digital devices with built-in digital audio signal processing, location tracking, and data 
transmission capabilities.  

• 4 Gas Meter - Body-worn device that provides end-user alerts of hazardous environmental conditions 
caused by the levels of Oxygen (O2), Flammable gases (Lower Explosive Limit (LEL)), Hydrogen Sulfide 
(H2S), and Carbon Monoxide (CO). 

• Personal Alert Safety System Device (“PASS Device”) - Body-worn device that provides personnel 
endangerment alerts caused by a lack of end-user movement. Should the wearer fail to move for some 
period, the PASS Device plays a loud audible alert. 

• Two-Way Pager - Many groups still utilize one or two-way pager devices to alert users of activations or 
calls for service. While the primary means of intra-team communication have remained with two-way 
radios and smartphone messaging, pagers are still in use as an auxiliary communication method. It is 
believed that these systems are either more reliable than, or more durable than, other communications 
systems because they rely on isolated communications towers, frequencies, and infrastructure, although 
this is not always the case. Many medical communities still utilize these devices, including on-call 
emergency physicians and specialists. 

• Mobile Data Terminals -The information utilized by responders can overwhelm existing voice-only 
communications, so data display devices are utilized. Call description, location, and additional context data 
can be sent over these terminals, as well as status updates from responding units. 

• Smartphones & Tablets -Almost all users in non-hazardous environments now utilize smartphones for 
some part of their communications. This can vary from a simple replacement for Data Terminal (MDT) to 
replacing a suite of devices like two-way radios and pagers. 

Some other devices include: 

• Speakermic or Remote Site Manager (RSM) 

• Flashlight 
• Watch 
• Headset/earpiece 
 
3.5 Public Safety Operations and Administrations 
Nowadays, public safety organizations and agencies are obliged to have a variety of reactions in various 
situations and conditions. In this evolving world, we need a public safety operation and administrations that 
can take a proactive approach to develop strategies for managing everyday operations, public events, and 
emergencies.  

One of the main characteristics of next-generation emergency services will be the ability to use context 
awareness so that emergency alerts and messages can be initiated by either civilians or Public Safety 
Answering Point’s (PSAP’s). Resulting in next-generation emergency services that will be personalized, 
considering device capabilities (e.g., TV, tablet, Personal Digital Assistant (PDA)) and end user’s profile (e.g., 
disabled people’s hearing, vision, and cognitive impairments). It becomes evident that public safety operations 
and administrations need to play a new crucial role in the part of emergency events optimization. Public 
administration and operations as a crucial function in the new emergency cycle will have access to extensive 
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knowledge coming from multi-sources having a better understanding of an emergency and utilize and optimize 
the dispatch of first responders’ networks.  

Current public safety administration is distributed in a variety of fields such as safety administration and 
education, interagency operations, crisis leadership, government, and agency financial management, 
professional standards, incident management, administrative law, and supervision, while all these persons are 
distributed in a variety of agency’s organization stemming from fire or police departments, emergency 
management organizations, governmental agencies, industrial firms, correctional facilities, private industries, 
insurance organizations, educational organizations, security and protective organizations, and finally self-
employment. It becomes evident that this variety of persons need to be able to provide their experience, 
leaderships, tactics, lessons learned, problems, and mission-driven operation to a wide audience.  

3.5.1 Effective Leadership Tactics and Mentality 

The ability to promote AI for the future of leadership is inevitable. Considering the continuous rise in the 
number of aging and eventually retiring population, the scenario of replacing/reinforcing the current 
workforce and leaders with alternatives seems rather plausible. Nevertheless, AI-assisted machines often 
require some level of human supervision. Thus, AI leaders will be required to supervise the performance of 
those Ai-assisted machines, assess their outcomes, such as decisions, or actions, and engage in post-
programming re-configurations, adjustments, or enhancements of those machines. Moreover, as recent 
research has revealed, human leadership includes heavy human-machine-human interaction and requires 
natural charisma and relationship building. Thus, it is obvious that AI developers, with the guidance of AI 
leaders, must instill those characteristics and skills into those machines.  

Finally, tasking machines to replace humans is a rather delicate subject and touches several ethical and judicial 
issues. It is therefore obvious that standardization must be enforced in both communication and supervision of 
those machines. Special emphasis must be given to the ethics that are involved in this delicate procedure. 

3.5.2 Lessons Learned and Knowledge of Operations 

The Importance of knowledge sharing in Operations is something that currently is overlooked. The ability to 
disseminate the knowledge stemming from the Operation and Managements to a community of users and the 
organization, can overcome barriers and enable live collaborations and innovations around Operations. People 
working in the field must disseminate and share their “know-how” and best practices to the organizations they 
are working in.  

We are living in an evolving world that most of the time the prementioned knowledge is seen as a competitive 
advantage that makes it hard for the sharing of this knowledge to the organization. Organizations need to find 
a way to overcome this obstacle thus tackling knowledge sharing, e.g., After Action Reports (AAR). In the 
future, they need to find ways of direct and indirect knowledge exchange for this knowledge to be 
disseminated inside the company. Solutions like designing open offices thus encouraging collaboration among 
colleagues. Actively supporting knowledge sharing with the use of AI chatbots that will be able to improve and 
store knowledge acquired by company meetups. Combine bonuses or rewards to motivate the employer or 
officers highlighting the good work to the rest of the organizations. (The idea of open offices may be a sensitive 
issue in a public safety environment due to the fact that bonuses and rewards may be controversial as they can 
create biases and motivations towards certain policies, e.g., policing tactics such as stop-and-frisk/ ticketing 
quotas, overcrowding in prisons, etc. 

Finally, the necessary knowledge-sharing tools need to be built for enabling the sharing of knowledge but at 
the same time to make the life of people interacting with the problem much easier. 



Page 22 of 75 | IEEE Future Networks | Public Safety Technology Gaps and Opportunities White Paper – 2021 
Copyright ©2021 IEEE. All rights reserved. 

4 SELECTED USE CASES AND SCENARIOS 
This chapter includes several use cases that are considered to include highly significant and timely public safety 
applications and technologies. Under each use case, several scenarios are introduced and discussed in detail.  

4.1 Use Case 1: Forest Fires  
The enormous benefits of forest land for our planet and consequently for man himself are obvious and 
unquestionable. Unfortunately, in recent years one of the main lungs of the earth has suffered incalculable 
damage mainly due to fires.  

As we move into 2021, we can say that the rapid development of technology is a key pillar in resolving such 
important phenomena. Numerous articles have been published outlining the requirements and challenges of 
these communication situations, analyzing various systems and technologies that could be used to best 
manage these emergencies. The communication that takes place in such conditions between stakeholders 
(such as first responders and the public) is defined as critical communication while the management of the 
whole situation is disaster management.  

An integrated disaster management approach includes six phases: “respond, recover, mitigate, plan, prepare, 
prevent”, composing a fairly effective cycle of actions [1]. To focus exclusively on dealing with fires we will try 
to slightly differentiate the above chain by distinguishing five use cases that occur in such phenomenon as 
follows: prevention, protection, mitigation, response, and restoration focus. For each scenario, we provide a 
description of it, the technologies currently used, and the technologies that may be used to improve the 
operations for this scenario. 

4.1.1 Scenario 1: Prevention Focus  

4.1.1.1 Description 

In this scenario, we meet all the systems - mechanisms that contribute to the early detection of the 
phenomenon, i.e. the occurrence of a fire. The most important metrics that can be used for a system to detect 
a potential fire are Fuel Moisture Code (FMC), Duff Moisture Code (DMC), Drought Code (DC), Initial Spread 
Index (ISI), Build Up Index (BUI), Fire Weather Index (FWI), Humidity, Temperature, the concentration of 
Carbon Dioxide (CO2), in part per million (ppm), the concentration of Carbon Monoxide (CO) in ppm, the 
concentration of formaldehyde, etc. [2] [3]. In addition, the collection of real images can be quite useful, but it 
has been observed that they greatly congest the network while often leading to false alarms [4]. 

4.1.1.2 Current Technologies Used 

Wireless Mesh Networks (WMNs) and more specifically wireless sensor networks are widely used to collect the 
above information. In such a network, the corresponding sensors for the collection of the necessary data are 
deployed within the monitored area. The data is then collected in a central node which in turn communicates 
with a gateway through which it is sent to the Internet for additional analysis. In the communication layer, 
protocols of Low-Power Wide-Area Networks (LPWANs (such as LoRa, ZigBee, Random Phase Multiple Access 
(RPMA), Sig-Fox, 6lowpan are selected mainly due to their low energy efficiency as well as their ability to cover 
large areas [5] [6] [7].  

Respectively, the communication of the gateway with the "outside world" is achieved through technologies 3rd 
Generation (3G), 4th Generation (4G), 6lowpan, NB-IoT, General Packet Radio Service (GPRS) while in the data 
layer is mainly found the Message Queuing Telemetry Transport (MQTT) protocol (because of lightweight 
publish/subscribe), sending the data to central servers for further analysis and drawing conclusions with the 
help of artificial intelligence, deep learning methods and Deep Neural Networks (DNN).  

At this point it is worth mentioning the effort of some researchers to utilize the so-called Edge and Fog 
Computing through which an attempt is made to slide computing power even closer to the data collection area 
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achieving a reduction of latency and decongestion of significant network resources, using the same 
communication protocols as previously mentioned [8] [3] [9]. 

In addition to WMNs, there are fire detection systems that use drones (UAVs) that either monitor only certain 
areas on their own or are called upon by the system to move to a location where there is a great possibility of 
a fire occurring to gather additional information to help draw safe conclusions. The latter of the two cases 
seems quite effective since it is used most efficiently for the limited energy power of these flying objects. 
Finally, there is an interesting framework in which, among other things, for the best energy savings of the UAV, 
solar panels were included [10] [11] [8] [4] [12] [13]. 

4.1.1.3 Opportunity Technologies 

5th generation technology is obvious that is going to take off the efficiency of the above systems thanks to its 
ability for intelligent real-time data analysis. Also, the utilization of the new range of mmWave will decongest 
the network due to the large bandwidth it has, offering a broadband connection, of course raising issues of 
interference and spatial reuse. In addition, Massive Multiple-Input and Multiple-Output (MIMO) technology is 
going to greatly increase throughput while further reducing errors. Moreover, the efficient use of Cognitive 
Radio in Wireless Sensor Networks (WSNs) can deliver to these systems the benefits of dynamic spectrum 
access. Finally, with the help of network slicing, Public Safety (PS) will now have its virtual slice on the network, 
securing significant resources during operations [10] [14] [15] [16] [17]. 

4.1.2 Scenario 2: Protection Focus  

4.1.2.1 Description 

This scenario is the logical continuation of the previous scenario where if the system detects or suspects a fire, 
it should notify all involved entities in a timely and effective manner (early warning). Unfortunately, the 
percentage of fires that could have been avoided if the timely intervention had been achieved at the site is 
well over 50%. The term entities mean first responders (firefighters, traffic police), smart traffic lights in a 
smart city environment, citizens, and any other smart device such as UAVs. This scenario then naturally 
includes those technologies that contribute to the effective manifestation of the required actions. The goal is 
to provide uninterrupted voice, data, and multimedia services [6] [18] [19] [16] [20]. 

4.1.2.2 Current Technologies Used 

As mentioned in the previous scenario, the MQTT protocol is used extensively in the development of such 
notification applications. The stakeholders are usually informed through a Web-based or Mobile application, 
while the literature to the best of our knowledge has nothing to show other than this way of information, 
mainly to inform the citizens who are currently on the spot and are not equipped with the systems of public 
bodies. Beyond that, for the development of services in the field, many systems have been developed and are 
usually divided into narrowband/wideband with data rates of tens of kbps which mainly concern voice 
services, and broadband with data rates over 1 Mbps supporting data services. In short, the first category 
includes Land Mobile Radio Systems (LMRS) technologies with typical examples of TETRA, TETRAPOL, TETRA 
Enhanced Data Services (TEDS), P25, offering even today large-scale voice services to first responders.  

The second category mainly includes LTE, 3G, 4G technologies supporting multimedia sharing, high-resolution 
video, live image transmission, database access, file sharing, and much more. However, in this category, there 
are not many examples of trading systems other than FirstNet and MIKoBOS (a Mobile Information and 
Communication System for Emergency Response), which of course are not yet able to meet the capabilities of 
broadband technologies [5] [10]. In addition to the above systems, some also offer satellite communication.  

Ιt is also worth mentioning that the aforementioned systems prefer communications such as Wi-Fi, ZigBee, and 
Bluetooth for the development of their subsystems (ad-hoc networks, Mobile Ad Hoc Network (MANETs)). In 
addition, some systems suggest the installation of new base stations in the field, either mobile or flying, to 
better cover and resolve any disasters in the existing network [11] [6] [21]. Although at an early-stage Device 
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to Device (D2D) technologies can also solve important interconnection issues, technology will be significantly 
improved with the installation of 5th generation networks. Finally, smart wearables (e.g. body camera, Global 
Positioning System (GPS)) contribute the most to operations [10] [14] [15] [22] [23] [16] [17] [3]. 

4.1.2.3 Opportunity Technologies 

Proximity Services technology (ProSe, release 12 of 3rd Generation Partnership Project (3GPP)) solves 
important communication issues between the parties involved, especially in areas where network coverage is 
insufficient. Also, the effective use of Software Defined Network (SDN) can give the desired flexibility and 
robustness to the developing Public Safety Networks, while Priority Management techniques will ensure that 
the User Equipment (UE) of the first responders will receive the necessary levels of priority. Furthermore, the 
problem of cutting Enhanced - UMTS Terrestrial Radio Access Network (E-UTRAN) from Evolved Packet Core 
(EPC) to LTE technologies will be greatly reduced by creating corresponding standards composing the Isolated 
E-TRAN Operation for Public Safety (IOPS) through which core network services will be offered at the UEs. The 
creation of evolving UEs (eUEs) and Enhanced ENB (E2NB) is on the same wavelength. The former will be able 
to repair any lost interconnection of the Enhanced Node Bs (eNBs), while the latter will be able to implement 
protocol stack functions [10] [14] [15] [22] [23] [16] [17] [3]. 

4.1.3 Scenario 3: Mitigation Focus  

4.1.3.1 Description 

This scenario is inextricably linked to the Protection focus by extending it to those cases where the system can 
predict the direction of the fire to help the best possible organization of actions by the stakeholders, possibly 
focusing their attention on specific areas of fire, while the carriers will be able to direct the crowd accordingly. 

4.1.3.2 Current Technologies Used 

The so-called “empirically-based and physically-based fire-growth models” such as CAWFE, FIRETEC, and 
Wildland-Urban Interface Fire Dynamics Simulator (WFDS), to name a few, can predict the spread and 
direction of the fire with the help of necessary data such as wind speed and direction, moisture content within 
the available fuel, ambient temperature, topographic description, mapping and more [2]. 

4.1.3.3 Opportunity Technologies 

It is understood that 5th generation technologies will enhance these capabilities by powering high-resolution 
systems with images, robots, and drones (for better mapping) and real-time video [17]. 

4.1.4 Scenario 4: Response Focus  

4.1.4.1 Description 

This scenario includes those processes that will contribute to the most effective response of the whole 
mechanism to deal as soon as possible with any problems caused by the fire (congestion/network destruction). 
This presupposes effective communication and cooperation of public bodies but also the victims as well as the 
rapid development of forces on the spot. 

4.1.4.2 Current Technologies Used 

Movable and Deployable Resource Units (MDRUs) are units that are deployed in the area to restore the 
network achieving reliable communication. Virtualization of certain entities on the network such as EPC can 
significantly reduce the system dependence on key network domains by providing great flexibility. In addition, 
this scenario also includes the development of new base stations (similarly with protection focus) creating 
various heterogeneous networks (HetNets) [24]. 
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4.1.4.3 Opportunity Technologies 

In such a scenario, the cooperation of different bodies is often required, confusing (interoperability issues). To 
address this issue, spectrum sharing models are proposed so that communication between first responders is 
possible. Cognitive Radio as well as Priority Management described above are also technologies capable of 
improving operations efficiency in this scenario [24]. 

4.1.5 Scenario 5: Restoration Focus  

4.1.5.1 Description 

With the end of the operations and the extinguishing of the fire comes the restoration focus in which the 
mechanism is called as soon as possible to proceed to the assessment of the size of the disasters, to search for 
victims as well as to repair the damage and clean the area to avoid re-ignition. 

4.1.5.2 Current Technologies Used 

Although in most systems we would say that the process seems to stop at the response focus, many of them 
can be utilized to re-evaluate the situation through WMNs and UAVs to provide images and videos for disaster 
and victim search. The rapid repair of the damage with the development - repair of any damaged nodes will 
make it possible to collect data so that they can be analyzed again by the respective servers using the 
necessary data analytics. 

4.1.5.3 Opportunity Technologies 

Big Data Analytics to improve the existing algorithms for better decision making and demonstration of the 
points for the development of the new base stations. What has been said before about 5G and Dynamic Neural 
Networks can improve the operations for this scenario. 

REFERENCES: 

[1]. Collins, P., Shaghaghi, N., & Lanthier, S. (2019, October). Developing High-Value Technologies for First 
Responders. In 2019 IEEE Global Humanitarian Technology Conference (GHTC) (pp. 1-8). IEEE. 

[2]. Rizanov, S., Stoynova, A., & Todorov, D. (2019, September). System For Early Warning And Monitoring Of 
Wildfires. In 2019 IEEE XXVIII International Scientific Conference Electronics (ET) (pp. 1-3). IEEE. 

[3]. Srividhya, S., & Sankaranarayanan, S. (2020, July). IoT–Fog Enabled Framework for Forest Fire Management 
System. In 2020 Fourth World Conference on Smart Trends in Systems, Security and Sustainability (World) (pp. 
273-276). IEEE. 

[4]. Hristov, G., Raychev, J., Kinaneva, D., & Zahariev, P. (2018, September). Emerging methods for early detection 
of forest fires using unmanned aerial vehicles and lorawan sensor networks. In 2018 28th EAEEIE Annual 
Conference (EAEEIE) (pp. 1-9). IEEE. 

[5]. Pervez, F., Qadir, J., Khalil, M., Yaqoob, T., Ashraf, U., & Younis, S. (2018). Wireless technologies for emergency 
response: A comprehensive review and some guidelines. Ieee Access, 6, 71814-71838. 

[6]. Baldini, G., Karanasios, S., Allen, D., & Vergari, F. (2013). Survey of wireless communication technologies for 
public safety. IEEE Communications Surveys & Tutorials, 16(2), 619-641. 

[7]. Ray, P. P., Mukherjee, M., & Shu, L. (2017). Internet of things for disaster management: State-of-the-art and 
prospects. IEEE Access, 5, 18818-18835. 

[8]. Kalatzis, N., Avgeris, M., Dechouniotis, D., Papadakis-Vlachopapadopoulos, K., Roussaki, I., & Papavassiliou, S. 
(2018, June). Edge computing in IoT ecosystems for UAV-enabled early fire detection. In 2018 IEEE 
International Conference on Smart Computing (SMARTCOMP) (pp. 106-114). IEEE. 

[9]. Benzekri, Wiame & El Moussati, Ali & Moussaoui, Omar & Berrajaa, Mohammed. (2020). Early Forest Fire 
Detection System using Wireless Sensor Network and Deep Learning. International Journal of Advanced 
Computer Science and Applications. 11. 496. 10.14569/IJACSA.2020.0110564. 

[10]. Kumbhar, A., Koohifar, F., Güvenç, I., & Mueller, B. (2016). A survey on legacy and emerging technologies for 
public safety communications. IEEE Communications Surveys & Tutorials, 19(1), 97-124. 



Page 26 of 75 | IEEE Future Networks | Public Safety Technology Gaps and Opportunities White Paper – 2021 
Copyright ©2021 IEEE. All rights reserved. 

[11]. Yu, W., Xu, H., Nguyen, J., Blasch, E., Hematian, A., & Gao, W. (2018). Survey of public safety communications: 
User-side and network-side solutions and future directions. Ieee Access, 6, 70397-70425. 

[12]. Yfantis, E. A. (2019, January). A uav with autonomy, pattern recognition for forest fire prevention, and ai for 
providing advice to firefighters fighting forest fires. In 2019 IEEE 9th Annual Computing and Communication 
Workshop and Conference (CCWC) (pp. 0409-0413). IEEE. 

[13]. Saldamli, G., Deshpande, S., Jawalekar, K., Gholap, P., Tawalbeh, L., & Ertaul, L. (2019, June). Wildfire Detection 
using Wireless Mesh Network. In 2019 Fourth International Conference on Fog and Mobile Edge Computing 
(FMEC) (pp. 229-234). IEEE. 

[14]. Politis, I., Lykourgiotis, A., Tselios, C., & Orfanoudakis, T. (2018, May). On measuring the efficiency of next 
generation emergency communications: The EMYNOS paradigm. In 2018 IEEE International Conference on 
Communications (ICC) (pp. 1-6). IEEE. 

[15]. Carlberg, K., Burger, E. W., & Jover, R. P. (2019, October). Dynamic 5G Network Slicing for First Responders. 
In 2019 Principles, Systems and Applications of IP Telecommunications (IPTComm) (pp. 1-4). IEEE. 

[16]. Yarali, A. (2020).  Public Safety Communication Evolution. Public Safety Networks from LTE to 5G. John Wiley & 
Sons. 

[17]. Yarali, A. (2020). Roadmap Toward a Network Infrastructure for Public Safety and Security. 

[18]. Favraud, R., Apostolaras, A., Nikaein, N., & Korakis, T. (2016). Toward moving public safety networks. IEEE 
Communications Magazine, 54(3), 14-20. 

[19]. Yarali, A. (2020). Issues and Challenges of 4G and 5G for PS. 

[20]. Yarali, A. (2020). Public Safety Communications Evolution: The Long Term Transition Toward a Desired 
Converged Future. Public Safety Networks from LTE to 5G. John Wiley & Sons. 

[21]. Vattapparamban, E., Güvenç, İ., Yurekli, A. İ., Akkaya, K., & Uluağaç, S. (2016, September). Drones for smart 
cities: Issues in cybersecurity, privacy, and public safety. In 2016 international wireless communications and 
mobile computing conference (IWCMC) (pp. 216-221). IEEE. 

[22]. Yarali, A. (2020). Fifth Generation 5G Cellular Technology. Public Safety Networks from LTE to 5G. John Wiley & 
Sons. 

[23]. Yarali, A. (2020). Higher Generation of Mobile Communications and Public Safety. 

[24]. Jarwan, A., Sabbah, A., Ibnkahla, M., & Issa, O. (2019). LTE-based public safety networks: A survey. IEEE 
Communications Surveys & Tutorials, 21(2), 1165-1187. 

 

4.2 Use Case 2: Earthquakes 
An earthquake is a sudden, rapid shaking of the ground caused by the breaking and shifting of rock beneath 
the Earth's surface. This shaking can cause damage to buildings and bridges; disrupt gas, electric, and phone 
service; and sometimes trigger landslides, avalanches, flash floods, fires, and huge, destructive ocean waves 
(tsunamis). Buildings with foundations resting on unconsolidated landfills, old waterways, or other unstable 
soil are most at risk. Buildings or trailers and manufactured homes not tied to a reinforced foundation 
anchored to the ground are also at risk since they can be shaken off their mountings during an earthquake. 
Earthquakes can occur at any time of the year. 

When an earthquake occurs in a populated area, it may cause deaths and injuries as well as extensive property 
damage. Ground movement during an earthquake is seldom the direct cause of death or injury. Most 
earthquake-related injuries result from collapsing walls or floors, flying glass, and falling objects as a result of 
the ground shaking or people trying to move more than a few feet during the shaking. Much of the damage in 
earthquakes is predictable and preventable. 
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Figure 4.2.1. U.S. seismic activity from 1900 to 2013 (from [1]). 

4.2.1 Scenario 1: Prevention Focus 

4.2.1.1 Description 

Even though earthquakes are unpredictable events, still it is possible to deploy Information and 
Communications Technology (ICT) solutions for building early warning systems based on environmental 
monitoring. Indeed, early warnings can dramatically reduce the potential number of victims, contain damage, 
and even avoid the most severe consequences (i.e. a tsunami following an earthquake). 

Moreover, context awareness can help to understand the arrival of an earthquake disaster. For example, an 
incoming earthquake can be detected by unstable behavior of animals, variations in the water level, Radon gas 
emissions, and infrared anomalies.  

4.2.1.2 Current Technologies Used 

The movement of tectonic plates and their overlapping is often unpredictable and can occur at any 
geographical location. In most earthquake events, it takes a few seconds for the earthquake to reach several 
miles, across countries, continents and cause major destruction. Even after an earthquake has occurred, the 
aftershocks and tsunami threats haunt people living in the affected region. Implementation of Wireless Sensor 
Networks in earthquake-prone areas and application of ICT can prove to be very helpful in avoiding 
devastating situations during quakes and safeguard people from heavy losses [2]. 

4.2.1.3 Opportunity Technologies 

Recently, the concept of Digital Twin was introduced. A digital twin is a digital replica of a living or non-living 
physical entity. 
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Digital twin refers to a digital replica of potential and actual physical assets (physical twin), processes, people, 
places, systems, and devices that can be used for various purposes. Digital twins integrate IoT, artificial 
intelligence, machine learning, and software analytics with spatial network graphs to create living digital 
simulation models that update and change as their physical counterparts change.  

A digital twin continuously learns and updates itself from multiple sources to represent its near real-time 
status, working condition, or position. 

Such concepts, extremely successful in manufacturing and industry 4.0 scenarios, can also be applied to the 
Earth itself. Indeed, “[Destination Earth or DestinE] will unlock the potential of digital modeling of the Earth’s 
physical resources and related phenomena such as climate change, water/marine environments, polar areas, 
and the cryosphere, etc. on a global scale to speed up the green transition and help plan for major 
environmental degradation and disasters,” (from [5]). 

4.2.2 Scenario 2: Protection Focus 

4.2.2.1 Description 

The primary dangers to workers result from: being struck by structural components or furnishings, 
inadequately secured stored materials, burns resulting from building fires resulting from gas leaks or electrical 
shorts, or exposure to chemicals released from stored or process chemicals. Many of the hazards to workers 
both during and following an earthquake are predictable and may be reduced through hazard identification, 
planning, and mitigation. 

4.2.2.2 Current Technologies Used 

Typically, an emergency action plan is developed. This might involve practicing safe earthquake procedures 
(i.e., drop, cover, and hold-on) at least twice a year. Frequent practice will help reinforce safe behavior. When 
an earthquake or other disaster occurs, many people hesitate, trying to remember what they are supposed to 
do. Responding quickly and automatically may help protect you from injury. 

Employers whose workers will be involved in emergency response operations for releases of, or substantial 
threats of releases of, hazardous substances regardless of the location of the hazard must comply with 
Occupational Safety and Health Administration (OSHA)’s Hazardous Waste Operations and Emergency 
Response (HAZWOPER) standard, 29 CFR 1910.120. This may include emergency response following an 
earthquake. Instruction CPL 02-02-073 describes OSHA enforcement procedures under the relevant provisions 
of the HAZWOPER standard. 

Public safety is enhanced by rapid and efficient communications, whether as a result of Professional Mobile 
Radio (PMR) or its close relation; Public Access Mobile Radio (PAMR), or via resilient and secure public 
communications networks. 

In our era of ubiquitous smart mobile phones, public safety is again enhanced, allowing not only contacting 
emergency services through the emergency numbers (e.g. 112, 911) but enlarging emergency communications 
to other media like video or real-time text and data as well as delivering crucial associated information as the 
precise location of the caller to emergency services. 

In this framework, the most used communication technologies for emergencies in Europe are standardized by 
European Telecommunications Standards Institute (ETSI) [4]: 

• Satellite Earth Stations & Systems: ETSI is preparing standards in the area of satellite communication 
systems including satellite emergency communication, in particular involving broadband services. ETSI 
Earth Stations and Systems (SES) Committee has answered the European space mandate (M/496) to 
develop standards for the space industry, more particularly concerning disaster management.  
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• TETRA: Terrestrial Trunked Radio (TETRA) is a digital Private Mobile Radio (PMR) and Public Access Mobile 
Radio (PAMR) technology for critical communications e.g. police, ambulance and fire services, security 
services, utilities, military, public access, fleet management, transport services, closed user groups, factory 
site services, mining. 

• 3GPP Mobile Networks: The Third Generation Partnership Project deals with several 3G/4G/5G services 
dedicated to public safety, e.g. the Priority Service and Multimedia Priority Service, the Voice Group Call 
Service (VGCS) for public authority officials, the transferring of emergency call data and the Public Warning 
System. 3GPPTM has also produced standards for eCall, an in-vehicle emergency call service that will allow 
data generated during a road traffic accident or similar incident to be routed to a Public Service Access 
Point (PSAP) as part of an emergency call automatically instigated by the vehicle. This work has involved 
liaisons with ETSI Technical Committee Mobile Standards Group (MSG). The 3GPP Service and System 
Aspects (SA) Working Group 6 (WG6) is a dedicated group for Critical Communications applications and is 
responsible for the definition, evolution, and maintenance of technical specification(s) for application layer 
functional elements and interfaces supporting critical communications (e.g., Mission Critical Push-to-Talk 
(PTT) and Mission Critical Video). 

4.2.2.3 Opportunity Technologies 
The primary opportunity for new technologies in this context is represented by the implementation of 
improved autonomous network monitoring strategies to predict the disaster and define emergency operations 
in advance, based on the analysis of the state of the networks as its devices. As an example, continuous 
monitoring of the base station's physical towers could help to understand the arrival of an earthquake and be 
used to re-allocate resources in the network most effectively. 

4.2.3 Scenario 3: Mitigation Focus 

In the situation of an earthquake, mitigation and response actions related to the ICT infrastructure are highly 
related and practically extremely similar. For this reason, mitigation and response strategies are provided in 
the next section (Section 4.2.4). 

4.2.4 Scenario 4: Response Focus 

4.2.4.1 Description 

In the aftermath of an earthquake, workers may be involved in a variety of response and recovery operations. 
The following are general guidelines that may apply to workers involved in assessing and/or cleaning up the 
damage to their worksite. 

Collapsed structures are a common result of earthquakes. Rescue workers, engineers, and emergency 
responders may have to enter collapsed structures to perform search and rescue activities, and all possible 
safety and health precautions should be taken to ensure they can perform their duties safely.  

When internal load-bearing structural elements fail, a building will collapse into itself and exterior walls are 
pulled into the falling structure. This scenario may be caused by construction activity, an earthquake, or fire 
and may result in a dense debris field with a small footprint. Alternatively, if the structural failure is caused by 
an explosion or natural forces such as weather, the building may collapse in an outward direction resulting in a 
less dense and scattered debris field. 

All these problems can affect the communications infrastructure and provide disruptions in the services as well 
as a partial destruction of the ICT infrastructure.  

4.2.4.2 Current Technologies Used 

ICT technologies are broadly used to respond to earthquakes, especially to provide temporary communications 
infrastructures to support communications among common people as well as emergency services: 



Page 30 of 75 | IEEE Future Networks | Public Safety Technology Gaps and Opportunities White Paper – 2021 
Copyright ©2021 IEEE. All rights reserved. 

• TETRA (see section 4.2.2.2) 
• Local on-demand 5G today deployments represent a suitable technology to bring connectivity in a 

relatively small area. In this case, a vehicle (car or truck) equipped with a mobile base station is positioned 
in a strategic position to provide emergency coverage. Backhaul can be provided by a satellite link. 

Google Loon represents an already existing technology and a big step forward concerning the usage of 
terrestrial vehicles, even though at a prototypal stage. It consists of a constellation of balloons operating at 
several km of altitude, capable of building a mesh network and providing Internet connectivity in wide areas of 
the World. 

 
Figure 4.2.2.  A balloon from Project Loon by Alphabet/Google 

 
Figure 4.2.3.  Network topology of Project Loon balloons for Peru earthquake emergency 
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Following the 2019 8.0 Earthquake in Peru and the subsequent disruption of Internet connectivity, Project 
Loon's balloons were used to provide Internet connectivity from the sky. The balloons are transmitting using 
band 28, or 700 megahertz, and using the E-band (75 to 85 gigahertz) for backhaul. 

Approximately 20,000 people used the balloons’ service in the first 48 hours, with each balloon covering about 
5,000 km2.  

4.2.4.3 Opportunity Technologies 

The main opportunities technology may have to improve the effectiveness of the operations in the immediate 
response phase to earthquakes can be two: 

• usage of swarms of Unmanned Aerial Vehicles (UAVs: drones, balloons, etc.) or in general Aerial Platforms 
for the delivery of Internet connectivity and services to areas prone to infrastructure failure 

• usage of swarms of drones for emergency communications and operation 
Indeed, today UAVs have reached technological maturity and relevant battery life. Their freedom of movement 
and capability to carry small payloads enables them to transform into Mobile Edge Cloud nodes, bringing 
connectivity and computational capabilities in the proximity of the emergency areas. 

By integrating emerging technologies such as Software Defined Networking and Network Function 
Virtualization it becomes possible to achieve an agile network architecture capable of deploying emergency 
solutions in minutes. 

The following diagram provides an example of such concept, developed in the framework of the NATO Science 
for Peace and Security (SPS) DAVOS project [3]: 

 
Figure 4.2.4.  Conceptual Mobile Edge Computing (MEC) architecture for  

drone-based on-demand connectivity and service delivery 

In such scenarios, the performance and reliability of the overall system can be provided by the network 
orchestrator positioned in the balloon/edge cloud node. 

4.2.5 Scenario 5: Restoration Focus 

4.2.5.1 Description 

immediate inspection after the earthquake is typically undertaken of all Mobile Network Operator (MNO) 
network equipment to assess the functionality of fixed telephone communications, mobile, and internet, 
identifying damages to fixed and mobile networks infrastructures. Emergency equipment is used to strengthen 
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fixed, mobile, and data networks in affected areas. Network infrastructure interventions include new lines, a 
stronger mobile signal, and Wi-Fi with free access in the temporary shelter areas. Typically, mobile operators 
would also provide 2nd Generation (2G), 3rd Generation (3G) and Long Term Evolution (LTE) coverage in the 
affected areas, strengthening services in the various territorial Coordination Centers, run by the Civil 
Protection team and in the premises used by local institutions and police. Mobile operators will deploy 
emergency staff to work in the affected areas for ten days, including a task force of engineers to deal with 
emergencies and to facilitate relief efforts, with the support of satellite phones to address possible network 
congestion due to the sudden upsurge in voice and data traffic. [6] 

4.2.5.2 Current Technologies Used 

5G mobile networks can be used to provide connectivity to areas where the fixed network infrastructure is not 
available due to link disruption. A Fixed Wireless Access profile can be effectively used to implement the 
Wireless Local Loop. 

Remote sensing can be employed to detect the changes in the environment over some time (before and after 
the earthquake) in wide areas by exploiting satellite imagery. 

4.2.5.3 Opportunity Technologies 

The major opportunity in this context is represented by the usage of 5G fast deployment feature and self-
adapting mesh networks (typically community Wi-Fi networks) to support the restoration of the most 
important communication systems in the affected areas.   

Satellite links (or upcoming Internet connectivity via balloons or high altitude platforms) could be used to 
provide emergency coverage for a long time over a wide area. 
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4.3 Use Case 3: Hurricanes, Floods, Tsunamis 
Hurricanes, floods, and tsunamis may result from heavy rainfall, rapid melting of snow and ice, storm, and 
various changes in atmospheric conditions. These natural disasters can severely affect the daily life activities of 
the general public and disrupt socio-economic activities in the affected area. Following is the list of scenarios 
where we demonstrate how several technologies can be used to improve the operations and management of 
the scenarios.  
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4.3.1 Scenario 1: Prevention Focus 
4.3.1.1 Description 

Prevention is intended to prevent or stop hurricanes, floods, and tsunamis. Technologies can be used to 
measure wind speed, atmospheric conditions such as humidity, and temperature, and rainfall in real-time for 
monitoring water levels causing floods and during a tsunami, flooding, or hurricane. 

4.3.1.2 Current Technologies Used 

Internet of things (IoT) and sensors: IoT and sensors can measure the magnitude of waves in a water body 
during a tsunami caused by volcanic eruption or earthquake as the waves move past the buoy system. This can 
be done with Bottom Pressure Recorders (BPRs), or Tsunamometers, Tidal Gauges (TGs), Global Navigation 
Satellite System (GNSS)-buoys, and Wind-Wave Gauges (WWGs) equipped with either pressure, acoustic, or 
optical sensors [1][9]. Other weather sensors can be used to remotely monitor weather conditions such as 
humidity, temperature, and rainfall at ground and atmosphere levels.  

Unmanned Aerial Vehicle (UAV) and Drones: Drones or Unmanned Aerial Vehicles (UAVs) with visual 
capabilities such as aerial photography can monitor water levels due to flood or tsunami for offline or real-time 
environment monitoring and information processing and analyses for future prediction of tsunami and flood 
and creation of alert for the general public.  High-resolution cameras can extract spatial information derived 
from camera images to detect the real-time water level and ground conditions. This can be done with edge 
direction algorithms, horizontal and vertical edge detection, pixel difference calculations, or optical flow 
algorithms [2]. With the use of infrared cameras, it is even possible to detect the water level at night. 
Moreover, satellite-based remote sensing can provide large-scale flood monitoring while drones and UAVs 
with cameras can offer small-scale flood monitoring. Integration of ground observation with remote sensing 
information can provide accurate monitoring of flood and tsunami conditions [2].   

Mobile and Display Technologies: Mobile-based 1-1 communication alerts in form of SMS, voice call, and 
emails can be created on behalf of the national emergency department or other monitoring command and 
control center during a flood, hurricane, and tsunami. Similarly, mobile apps can access and record the 
information about the location of the user and level of threats or alerts and offer or suggest preventive 
measures that allow communities or services to interact to offer help or ask for help from individuals who are 
nearby [3].  Moreover, large-scale multimedia digital displays such as ad boards and screens are installed 
beside the road to show threat level or alert information in real-time from the command and control center 
about the scenario.  

4.3.1.3 Opportunity Technologies 

Water level monitoring at water bodies such as lakes, oceans, and reservoirs is an important factor to control 
floods and tsunamis, and aftereffects. An accurate real-time condition monitoring and alert system can reduce 
the impact of floods, hurricanes, and tsunamis. Such accuracy can be achieved by integrating water level 
monitoring information with sensors and cameras (could be mounted on drones) and developing a spatial and 
temporal relationship with drainage, weather forecast, rainfall, and historical data to predict water levels 
causing flood and other related conditions. These systems can continuously learn to predict existing water 
levels to become efficient even without waiting for flood and test accuracy in real-time.  

4.3.2 Scenario 2: Response Focus 

4.3.2.1 Description 

Hurricanes, floods, and Tsunami can cause damage to infrastructures such as telecom services which may be 
broken or damaged and may not have resources (e.g., electricity) to offer standard services for public and first 
responders to respond to the post-disaster recovery process and activities.   
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4.3.2.2 Current Technologies Used 

Mobile Networks: Mobile cell sites e.g., trucks and service cars equipped with mobile radio networks can be 
deployed for easy and quick installation or recovery of cellular networks for first responders and the public. 
The radio access units and BaseBand Units (BBUs) can be mounted on the emergency response vehicles like 
ambulance, fire brigade trucks, and police cars/vans so that when response services attend to these disaster 
scenarios, they can also play a pivotal role to re-establish or pop-up a cellular network infrastructure to replace 
the damaged network infrastructure [10][14]. However, these mobile sites may not be able to offer service for 
larger affected areas due to flooding or hurricane-restricted space and difficulty in access. 

Satellite Networks: Satellite-based networks can offer limited connectivity for the public and first responders 
to restore communications however such links may suffer from delay. A significant challenge to pop-up a 
network using the cell sites on wheels (including the ones mounted on emergency response vehicles [11]) is 
the provisioning of backhaul connectivity on-demand and without prior network planning. To address this 
challenge the satellite connectivity, as well as airborne networking, can play a pivotal role to alleviate the 
problem and provide a backhaul link on demand. 

Drone Technology: Drone technology with visual capability can be used to monitor the damaged asset. 
However, these drones are expected to establish a line of sight communication with command and control 
centers that limit the application and deployment of drone technology during a disaster.  Drones can not only 
address the challenge to provide line of sight wireless links, visual monitoring of the disaster scenario, visual 
monitoring of “cell-sites on the wheels” ground layout/configuration but they have the flexibility to readjust 
their location and formation to optimize: interconnectivity between them; connectivity with the satellite or 
other backhaul link; coverage provided by their formation; the overall energy efficiency of their network and 
the overall life-span of the pop-up network [13][15]. 

Pop-up Networks:  Flying platforms are unmanned flying platforms of various types including UAV, drones, 
tethered balloon and Low Altitude Platforms (LAPs) / Medium Altitude Platforms (MAPs) / High Altitude 
Platforms (HAPs)  carrying Radio Frequency (RF), mmWave, Free-space optical communication (FSO) payload 
(transceivers) along with an extended battery life capabilities, and floating or moving in the air at a quasi-
stationary position with the ability to move horizontally and vertically to offer 5G and Beyond 5G (B5G) cellular 
networks and network support services [6][1].  

In addition, owing to their mobility, flying platforms are expected to deploy quickly and efficiently to support 
cellular networks, enhance network quality-of-service (QoS), and improve network resilience under emergency 
scenarios for quick and fast installation of a cellular network for restricted areas to cover coverage and 
capacity for the general public and first responders [4].  

These flying platforms can be deployed for unexpected scenarios, such as in emergencies to support disaster 
relief activities and to enable communications when conventional cellular networks are either damaged or 
congested.  

These flying platforms can be deployed in a layered architecture (e.g., 3-layer airborne network as shown in 
Figure 4.3.1 [2]) where flying platforms are flying at various altitudes with different functionalities such as 
drones flying at a lower layer will offer access networks for ground users (e.g., Device to device 
communications [5]) and drones flying at relatively higher altitudes will offer backhaul network such as 
through satellite [6] or act as a relay node. The layered airborne architecture will realize a true network 
densification concept for an emergency, in which mobile users can be connected to the core network through 
flying platforms to offer access networks. 
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Figure 4.3.1. Layer architecture of airborne network (from [2]). 

The main challenges of pop-up networking are classified as follows: 

Boot-up automation: This includes booting up a network without any prior radio and infrastructure planning. 
The automated process of neighbor list discovery, coverage hole discovery, self-diagnosis, etc., is required in 
the bootup engine or orchestration manager of the popup network. 

Energy/Power supply: A pop-up network needs to be provided the sources of ad hoc energy supply – 
temporary access to grid (which may itself be damaged); battery supply and energy-efficient operation of the 
network to maximize the life span of the network if it is operating on limited energy supply. As smart electric 
cars flourish in the future, these could generate a temporary grid of power supply for the networking 
infrastructure as well [12]. 

Commissioning time: The network should be able to boot up and configure itself in a limited amount of time 
as the agile response is required in response to such emergencies and each minute can be critical to saving 
valuable lives. 

Spectrum: The spectrum policies should facilitate the pop-up networks especially during a valid emergency 
and there should be clear policies to ensure that licensed spectrum is also available for use of pop-up networks 
in clearly defined scenarios. 

Heterogeneity of infrastructure: The network needs to be popped up from equipment provided by diverse 
vendors and there is a need to standardize some interfaces so that the network components from varying 
vendors can coalesce in emergency scenarios by communicating and agreeing to configuration over that 
interface. 

Heterogeneity of services: Such pop-up networks need to provide 3-tiered service as a minimum: highly 
reliable and low latency services for emergency response teams (for a limited number of connections); 
commercial grade service for ensuring government and wider disaster response personnel to continue their 
digital services as close to normal as possible, and a minimum viable service to allow affecters of the disaster 
to send Save Your Souls (SOS) messages with small latency and delay and if possible share current location. 
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4.3.2.3 Opportunity Technologies 

Integration of satellite and terrestrial networks can improve the availability of wireless backhaul and latency 
issues in standalone UAV-based networks and satellite networks. AI and Machine learning have the potential 
to facilitate the deployment of pop-up networks. Issues such as flying platform trajectory design, outage 
detection, and UAV placement considering the availability of wireless backhaul and user requirements can be 
addressed with the use of AI and machine learning algorithms, e.g., Deep learning techniques for obstacle 
detection and reinforcement learning for outage detection [3]. 

Drone technology with online or real-time wireless connectivity to transport the data and situation 
information wirelessly to command and control for fast and quick response. FSO and mm-wave wireless links 
can be deployed with the monitoring drones for real-time situation scan and action. Similarly, fog and edge 
computing technologies can be used to process the information on-site if the highly reliable wireless link is not 
available.  

4.3.3 Scenario 3: Restoration Focus 

4.3.3.1 Description 

Government official and other Non-Governmental Organizations (NGOs) are required to restore various public 
services to resume the socio-economic activities in the affected areas including telecom services (4G and 
broadband services), electricity (e.g., smart grid), and other infrastructure (e.g., transportation), which may 
have damaged or broken to a different degree due to flooding, hurricane, and tsunami.   

4.3.3.2 Current Technologies Used 

Restoration of telecommunication services: High altitude flying platforms and satellites are expected to 
complement the conventional cellular networks to further enhance the wireless capacity, expand the coverage 
and improve the network reliability for restoration of telecom services by offering wireless backhaul for small 
cell in a limited/hard to reach area or in a remote region where infrastructure is not available and expensive to 
deploy or partially or fully destroyed [6][7][8]. As an example, FSO based vertical backhaul network can be 
seen in Figure 4.3.2 where connected HAP flying at an altitude of approx. 20 km can provide wireless backhaul 
to small cells on the ground.  

 
Figure 4.3.1. High altitude flying platform-based wireless backhaul for small cell [6] 
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Restoration of electricity or smart grid: Electricity can be restored by using distributed energy resources e.g., 
solar or wind energy at local sites. Electric Vehicles (EVs) can be deployed to restore the power supply of 
critical facilities such as pop-up hospitals, emergency shelters, evacuation centers, and communication 
infrastructures, which need to be operating during prolonged grid outages due to floods, hurricanes, or 
tsunami. EVs can transport the existing energy produced or stored in the local region to where it is required 
[18]. In a practical system, to achieve the intended fast restoration, explicit consideration of traffic issues like 
route and terrain, as well as weather and environmental factors are necessary. Vehicle-to-Grid (V2G) 
technology enables EVs to supply energy to the grid via a bi-directional charger. Vehicle-to-Home (V2H) and 
Vehicle-to-Building (V2B) are small-scale versions of V2G which allows EVs to power homes and buildings, 
respectively [17]. 

4.3.3.3 Opportunity Technologies 

Flexible flying backhauls and fronthaul hubs can be used for small cells to restore the network while operators 
will redeploy the network. Role of AI and Machine learning: intelligent algorithms can be used with flying 
platforms to detect or predict network outages and deploy flying base stations, e.g., Reinforcement learning 
for model-free learning about outages in various environments [3]. 

Emerging technologies such as electric vehicles can be used to deliver electricity locally however the system 
will require connectivity. Machine learning can be used to forecast the energy demands of critical facilities, 
which will be used to optimize energy distribution, thus achieving better utilization of EVs. Artificial intelligence 
can also be used for autonomous EV deployment in V2G environments. Blockchain technology can be used to 
create a trusted environment for peer-to-peer energy trade [16].  
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4.4 Use Case 4: Emergency Medical Services 
Emergency Medical Services (EMS) are organizations that provide emergency care for the sick and injured. 
Numerous lifesaving interventions can be carried out by trained paramedicine practitioners. These EMS 
responders can often practice outside of a hospital setting, allowing them to move closer in proximity to where 
an emergency might happen (or is happening). The reduction in distance, and thus reduction in time, is of key 
importance to the quality of care and quality of life after care. 

All EMS responses start with a call for EMS response. The information collected at the inception of this 
response determines the type of resources merited. These resources range from a single resource responding 
routinely, to specialized resources with expedited responses. 
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During emergencies, the Public Safety Bureau orchestrates all the corresponding public sectors to handle and 
manage the situation at hand. The healthcare system is one of the sectors that take the biggest and heaviest 
“hit”, with overwhelming numbers of people arriving and admissions exceeding the hospitals’ capacity and 
manpower. The extraordinary need for the first-aid provision, as well as the need for surgical operations to be 
performed, shortly pushes the hospital’s resources to their limit. Additionally, the limited number of patient 
rooms is also challenged.  

The dispersion of such services, resources, and manpower, up until now, could be deemed virtually impossible, 
since patients must be stationed at the hospital, to receive all proper medical services, and doctors and the 
appropriate equipment cannot be moved and transferred on demand. Nevertheless, the introduction of the 
fifth-generation (5G) of cellular communications, along with the features this paradigm bears, such as high 
bandwidth, ultra-low latency, etc., has opened new opportunities towards that end.  

Pairing 5G communications with the edge computing paradigm, will pave the way towards the geographical 
dispersion of healthcare services, allowing medical experts, to remotely provide medical examinations, or even 
surgeries, with the utilization of specialized equipment. Moreover, haptic devices allow for real-time feedback, 
and machine learning algorithms can assist in the overall procedure (e.g., diagnosis through real-time image 
analysis, precision assist in surgical procedures, etc.).  

4.4.1 Scenario 1: Response Focus 

4.4.1.1 Description 

During emergencies, such as natural disasters, the need for emergency health services provision is immense, 
due to civilian injuries or casualties. First responders are required to provide first-aid, to assist the injured, until 
they are transferred to the nearest hospital. First responders are specialized personnel, trained to provide such 
services in emergencies. Nevertheless, since they are not physicians, there is only a specific range of healthcare 
services they can deliver. Patients are required to be transferred to hospitals, to receive a proper physical 
examination, and any further required services, such as treatment and surgery, which in some cases can prove 
dangerous, or even lethal, due to the time lost in the transfer.  

With the use of modern technologies and paradigms, first responders can offer expert on-site telemedicine 
services, by connecting doctors, directly with the people in need. Doctors will now be able to perform physical 
examinations, or even surgeries, remotely. Patients’ vitals can be examined by doctors, and haptic devices can 
offer real-time feedback. This way a large number of patients can be effectively treated on-site, avoiding mass 
hospital admissions. Moreover, and if the circumstances allow it, doctors can perform remote surgeries, 
without the need for their physical presence.  

4.4.1.2 Current Technologies Used 

The network infrastructure, and communications in general, are some of the major bottlenecks of this 
scenario. Thus, the newly introduced 5G communication technology, allows for uninterrupted communication, 
over ultra-high-throughput communication channels, through which large amounts of information can be 
delivered between the two ends.  

Although the communication channel is large enough to accommodate complex scenarios and large files to be 
transmitted, it has been a well-known fact, that data should be analyzed as close to their source as possible, 
thus avoiding overwhelming communication channels, especially during emergencies, wherein critical 
procedures are taking place. To this end, the Edge Computing paradigm will provide a computation layer at the 
network edge, analyzing data in real-time, minimizing the amount of data sent through the network. 

The evolution of communications, as well as the dispersion of computation at the edges of the network, has 
led to the eruption of data generation, wherein the Internet of Things (IoT) has played a significant role.  
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4.4.1.3 Opportunity Technologies 

For the fulfillment of tasks that require extreme precision along with the subjectivity of a physician, Haptic 
devices can prove to be very helpful. Doctors can have real-time feedback from the patients, allowing them to 
take more educated decisions. 

The volume of data received from such situations can be rather large and possibly overwhelming for doctors, 
especially in an emergency. Thus, objective decision-making tools that can analyze all this data, and aid in any 
delicate procedure are required. Machine learning (ML) algorithms are the best candidates for this exercise. 
ML-based decision support tools can parse large amounts of data, compare them with other similar cases, and 
provide insights concerning the current condition of the patient, or even propose treatment information. 

As one can understand, some procedures, such as remote surgery, require ultra-high precision. This can only 
be delivered through the use of remotely controlled Robotic Equipment. This equipment utilizes all the above-
mentioned technologies to provide surgeons with a real-time video stream, high-precision remote 
manipulation of surgical equipment, haptic feedback, and ML-based motor assistance and decision support. 

4.4.1.4 Other Opportunities 

The utilization of modern technological paradigms to deliver remote healthcare services, can greatly decongest 
hospitals and allow them and their personnel to respond more efficiently.  

Nonetheless, putting aside emergencies, remote healthcare service provisioning can have a tremendous 
impact in local communities, as civilians can receive high-quality medical services from experts, without having 
to physically visit the corresponding hospital. Surgeons can perform operations on patients at small regional 
hospitals, minimizing costs and logistics requirements for both parties, thus leading to overall elevated life 
quality. 

4.5 Use Case 5: Law Enforcement (Border Control) 
This section aims to make the case for the treatment of the Law Enforcement and Border Control (LEBC) 
operations as one of the prime users of technologies that are emerging in the wake of the 5G standards. 
Furthermore, an attempt is made to show that in terms of the scope of applications and urgency of need, the 
LEBC operations are not only as important as any other public safety operation but also as deserving of 
attention by the standards development organizations as are autonomous cars or telemedicine.  

The uniqueness of LEBC operations lies in the fact that they are increasingly directed towards time-critical 
activities that cross the provincial, national, and even continental border lines. To detect, monitor, and handle 
these activities one needs (1) a communications network that covers the globe, and (2) an information 
acquisition and processing system that can support a near real-time decision support system when human 
lives and critical assets are at stake.  

Technological developments in both of these areas are proceeding at a nice pace. As described in the 
paragraphs that follow, the capabilities that are becoming available now as the Non-Standalone (NSA) 5G 
systems can be used by the LEBC agencies in meeting their pressing operational needs. As the transition to the 
Standalone (SA) 5G system proceeds, and as preparations for technological developments beyond 5G (B5G) 
proceed, it would be useful for the LEBC agencies to participate in the standards development process. 

Lastly, in recognition of the fact that the LEBC operations have a global scope, and that almost every country 
has a vital interest in them, it is hoped that they will give serious thought to allying with the 5G Automotive 
Association (5GAA) to ensure that their needs are reflected in spectrum assignment and interoperability 
standards. 
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4.5.1 The Mission 

Telecommunications play a critical role in LEBC operations because in a closely connected world the agencies 
involved in these operations have to deal with events that may be stretched not just across provinces but 
countries on different continents. A young Nigerian man who attempts to blow up a plane over Detroit may 
have started his journey in Yemen. A fentanyl overdose that kills a young man in Montreal may have originated 
in Asia. The Civil Guard in Spain may end up arresting gang members with roots in El Salvador.  

The relevant intelligence data is vast, unstructured, fragmented, and not only in one of the many languages 
but also dialects. In many instances, this data must be acquired from sources near and far and then analyzed 
almost on a real-time basis to enable a timely response. 

The problem of intelligence data acquisition is complicated by the fact that the LEBC agencies must share 
information not only among themselves, but also with agencies involved in defense, foreign affairs, commerce, 
agriculture, and health and human services. 

To complicate matters, the actions that a LEBC agency can take are governed by national laws, international 
laws, and multilateral treaties. Even the tapping of a suspect’s phone requires prior court authorization.  The 
LEBC agencies are expected to take pride in facilitating legitimate commerce. Thus, the prospects of mile-long 
queues of trucks waiting to be processed at border crossings, or mountains of containers waiting to be cleared 
at the ports become unattractive. 

Finally, it is useful to remember that, traditionally, the agencies do not make policies; they are expected only 
to deter what lawmakers classify as unlawful acts. This complicates matters when neighboring countries 
promote different ideologies, adopt different ideas on the legalization of drugs, or decide to treat the 
movement of undocumented asylum seekers through their country in different ways. 

4.5.2 Current Status 

To appreciate (a) where the world’s LEBC agencies stand in making use of the emerging Information and 
Communications Technology (ICT), and (b) the magnitude of effort that lies ahead, it is useful to study the 
recommendations that International Telecommunications Union, Radio Communications Sector (ITU-R) made 
in ITU-R M.2083. It specified the capabilities to be incorporated in the international mobile 
telecommunications systems in 2020 (in IMT-2020) to cover the anticipated needs of groups representing 
smart cities, autonomous cars, etc. It is worth noting that these groups have made impressive progress in 
adopting the ICT capabilities in automating manufacturing processes, producing autonomous cars, remote 
monitoring of bedridden patients, etc.  

In the case of the LEBC operations, most of the countries have still to take the first step in the direction of 
modernization. In the case of countries that have the resources to acquire tools and skills, the modernization 
of LEBC operations has lagged the other more aggressive sectors. This is reflected in the continuous growth of 
drug traffic and the persistence of acts of terrorism. 

4.5.3 Enablers: Opportunities that the Emerging ICTs Offer 

4.5.3.1 Satellites 

The constellations of low earth orbit satellites that are now being launched promise to have a profound effect 
on the LEBC operations. They will provide telecommunications coverage to countries at costs affordable to all, 
thus facilitating the flow of information that a LEBC agency in any given country needs from its counterparts in 
other countries, no matter how far apart. It will then make sense to form an international alliance to formulate 
rules by which time-critical information can be furnished to concerned agencies. 



Page 42 of 75 | IEEE Future Networks | Public Safety Technology Gaps and Opportunities White Paper – 2021 
Copyright ©2021 IEEE. All rights reserved. 

4.5.3.2 Clouds and Edge Clouds, Fog Networking 

Stringent latency requirements apply in many LEBC operations. The inspector at a port of entry must be 
informed in seconds by the data processing system whether he should allow an arriving passenger to enter the 
country. In handling a hostage-taking event, caused by a heavily armed individual, every second counts. On the 
other hand, there are applications, such as those that call for use of large neural networks, that require heavy-
duty computing. The fog networking architecture has been developed to place problems that require low 
latency or problems that generate vast amounts of streaming data that must be preprocessed and reduced 
before it is backhauled. Fortunately, since the devices that process data at the edge are becoming 
miniaturized, powerful, and affordable; and because the edge clouds can be linked with clouds via satellites, it 
is now going to be possible for every country to have access to sophisticated applications and data sources. 

4.5.3.3 High Altitude Platforms and UAVs 

There is a lot of interest in the development of atmospheric satellites (known as the high altitude pseudo 
satellites in the UK) that operate at 60,000 feet above the ground, above the commercial flight paths and 
weather, using solar power to stay aloft for several days.  

At the other end, AT&T’s Cell on Wings (COW) is a portable drone that is tethered for power supply and data 
connection; it flies 200 ft above ground and provides internet access to areas 40 square miles on the ground 
that may have lost the data links due to hurricanes or tornadoes. Its infrared cameras can be used for 
surveillance. 

The advantage in deploying UAVs and these platforms is that the LEBC agencies control their use. 

4.5.3.4 AI and Machine Learning 

AI and ML play important roles in several ways, such as: 

• The intelligence data comes in streams: from multiple sites; in multiple forms that include videos from 
surveillance systems, images from cameras, verbal reports in many languages and dialects, and responses 
from databases to queries. Actionable information must be extracted continuously from this streaming 
data and delivered in customized form to appropriate addresses.  

• Network slicing must be applied to global network elements to make sure that the latency and reliability 
requirements of mission-critical applications are met. 

• Every transaction must be watched to monitor compliance with rules governing privacy and professional 
conduct by agency staff.  

• The information must be sorted and organized and then stored in a manner that can be retrieved for 
forensic and analytical uses years or decades later.  

While the development of useable AI-ML tools is going to remain a work in progress during the foreseeable 
future, several tools can be profitably used right now.  

4.5.3.5 Clouds and Edge Clouds 

Microsoft is planning to link Microsoft Azure with Starlink satellites. Amazon will do the same with satellite 
constellations of its own. This will allow the law enforcement agency in the island state of Diego Garcia, in the 
Indian Ocean, to have affordable access to databases and application suites in clouds located on the other side 
of the globe.  

4.5.3.6 Graphics Processing Units (GPUs) and Field-Programmable Gate Arrays (FPGAs) 

GPUs and FPGAs allow handheld devices to host applications that support natural language processing, and 
AR/VR for use in remote areas as well as on-air and sea platforms. 
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4.5.4 Challenges 

4.5.4.1 Cultural Shift 

The insertion of fixed and mobile ICT systems in surveillance, intrusion detection, intelligence analyses for 
situational awareness, and monitoring compliance with rules of conduct by agency staff and the deployment of 
robots in field operations, can only be accomplished by making fundamental changes in how the LEBC agencies 
are organized, and the operational procedures that their staff-members follow. In organizations that are 
massive and have long traditions of doing things in certain ways, and who in many cases employ unionized 
staff, the planning and implementation of this transition is a major managerial undertaking.  

4.5.4.2 Asymmetric War 

El Chapo, when he was still the boss of the Sinaloa Cartel, was listed by Forbes as one of the richest billionaires 
in the world. He had the financial power and means to hire the best tunnel builders to build a mile-long tunnel 
to his maximum-security prison for a spectacular escape. It did help that in running his operations he faced no 
bureaucratic hurdles, public relations concerns, or moral scruples. The police force was no match before his 
armed guard. And even though El Chapo was ultimately captured and incarcerated in the maximum-security 
prison in Colorado, the Sinaloa cartel has continued to thrive under its new leadership. What now? 

Among terrorist organizations, even if they claim to be utterly pious, similar traits immerge. 

This poses the following questions: (1) Can LEBC agencies develop AI-ML systems to deal with threats of this 
type? And (2) Is there the danger that the adversaries will get their hands on the new technologies faster than 
these agencies will? If indeed they do, then what? And, finally, the rhetorical question: Can AI-ML be used to 
restore sanity? 

4.5.5 Outlook 

As we proceed from IMT-2000 to IMT-2020, and then to IMT-2030 and beyond, we go from LTE to 5G NSA, 5G 
SA, and B5G. The change at each stage will depend in part on: (1) The improvements in our ability to use the 
spectrum in the mm wavelength range and beyond in the terrestrial and non-terrestrial links. (2) Capabilities 
we can pack on chips while reducing their size and energy requirements. (3) Fill the numerous gaps that still 
exist in the needed AI-ML algorithms and making them accessible to non-specialist users via APIs.  

Program managers in LEBC agencies have to prioritize their requirements and plan acquisitions that best match 
their needs with the available technologies in each planning period. In making these plans, it is important to 
consider the fact that AI-ML applications require massive amounts of data that must, generally, be 
preprocessed.  Also, each transition will have to be accompanied by appropriate test and evaluation, logistics, 
and operational procedure development steps.  

Keeping these thoughts in mind, the following phases are recommended to assist in strategic the program 
managers in planning: 

4.5.5.1 Initial Phase, First Three Years 

• Identify problems that require urgent attention and determine what can be done quickly to deal with them 
with the available technologies. These include the low earth orbit satellites that are going to be available 
for use during this period, mobile base stations and UAVs that can be quickly acquired and deployed, and 
smart cameras and sensors that are already available. A simple IoT system can be put in place quickly. 

• Create an alliance of LEBC agencies from countries, that participate in ITU, to define requirements that can 
be incorporated in IMT-2030. 

4.5.5.2 Middle Phase, to 2025 

• Adopt technologies that are offered by NSA 5G. This would also involve changes in staffing, training, 
procedure revision, and ILS. 
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• Play an active role in the selection of AI-ML activities that are of interest in LEBC operations, and in their 
test and evaluation after they are deployed. 

• Build and cultivate the LEBC alliance. Place the alliance’s spectrum use requirements before the bodies 
that authorize spectrum use in different regions. 

4.5.5.3 2030 Timeframe 

• Adopt technologies that SA 5G offers.  
• Look beyond 5G. 
 

4.6 Use Case 6: Outbreaks, Epidemics, Pandemics 
Outbreaks, epidemics, and pandemics are among the most severe public health concerns for the public safety 
community. According to the 2018 US National Biodefense Strategy [1], biological threats are persistent and 
originate from multiple sources, infectious diseases may cross borders, multidisciplinary approach and 
multisectoral cooperation are necessary for prevention and response, and science and technology are essential 
to developing solutions. Pathogens that are of particular interest include novel (non-seasonal) influenza 
viruses, Severe Acute Respiratory Syndrome (SARS), and other novel coronaviruses, smallpox, filoviruses, 
flaviviruses, or any micro-organism of particular concern that may be described as: 

• Respiratory Pathogens – includes novel influenza viruses (e.g. H1N1), coronaviruses (e.g. COVID-19), and 
orthopox viruses (e.g. smallpox) 

• Fluid Contact Pathogens – includes arenaviruses (e.g. Lassa), filoviruses (e.g. Ebola), paramyxoviruses, e.g. 
Hendra) 

•  Vector-Based Pathogens – includes pneumonic plague (e.g. fleas from rodents), and arboviruses (e.g. Zika) 
Coordination is essential for the health care ecosystem and related impacted ecosystems [2] that include 
public safety, transportation, entertainment, etc. Mobile usage data may be used to address public health 
emergencies based on recent studies. Policies implementing limited mobility may help reduce the spread of 
COVID-19 [3]. Most COVID-19 transmissions occur at “super spreader” sites [4], like full-service restaurants, 
fitness centers, and cafes, where people remain in close quarters for extended periods.  

Public safety and public health entities may recommend policies regarding mask-wearing while avoiding closed 
spaces, crowded places, and close-contact settings. Clusters of local outbreaks may be isolated based on the 
viral spread and local infrastructures and geography. 5G and future networks may be able to play a vital role in 
addressing outbreaks, epidemics, and pandemics. 

The discussion below draws on earlier work from the IEEE Future Networks INGR Applications and Services WG 
ecosystem of ecosystems approach to provide a structured approach to address outbreaks epidemics and 
pandemics. A discussion of the following areas of interest is provided within the context of the public safety 
ecosystem framework using the prevention, protection, mitigation, response, and recovery perspectives. The 
continental US (CONUS) area is shown below as an example. However, the methodology below may apply 
globally based on factoring in the unique attributes, e.g. preference towards certain transportation modes (e.g. 
roads, rails, water, air, and micro-mobility transportation), COVID-19 cases, and the definition of super 
spreader Point Of Interests (POIs), definitions of an equivalent to the Social Vulnerability Index (SVI) [5], the 
ability for contingencies such as makeshift & deployable hospitals/beds, etc. 

• Multiple coordinated ecosystems 
• Direct (focus) – Health care, Public Safety, Transportation 
• Includes mass vaccination supply chains 

• Indirect – Agriculture, Finance, Entertainment, etc 
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• Key Drivers (non-health) – population & building density, multi-mode transportation arteries, areas where 
people work, live, and play. 

• Key Drivers (health) – effective transmission rate, hospital capacity, infection rate, 
• Physical mobility and clustered infection areas 

Policies to address COVID-19 should enable:  

• Mask wearing to reduce the transmission and infection rates 
• Social distancing to avoid closed spaces, crowded places, and close-contact settings. 
• Adjustable percentage of maximum capacities based on POI categories 
• Deployable or emergency distribution centers to reduce the visitor density especially in low-income Census 

Block Groups (CBGs) 
• Testing availability with rapid results especially in high-risk areas 

• Financial assistance for impacted workers in POI categories and essential workers that may become sick.  
• Workplace infection prevention through Personal Protective Equipment (PPEs), ventilation, social 

distancing, telework flexibility, shifted hours, etc. 
• Prioritized vaccination programs that may need to be administered in phases and may need advanced 

supply chain capabilities, e.g. cold chain storage for vaccine distribution in urban and non-urban areas. 
• Increased use of contact tracing, while adhering to privacy guidelines, to mitigate the spread of new 

infections. 
• Data analytics that includes real-time data sources such as anonymized wireless mobility data and long-

term trends such as census population and demographics, transportation statistics, etc. 

4.6.1 Scenario 1: Prevention Focus 

4.6.1.1 Description 

Prevention is intended to avoid, prevent, or stop a threatened or actual imminent act of terrorism that may 
result from chemical threats, biological terrorism, chemical / biological food contamination terrorism attack, 
radiological terrorism attack, public information, and warning, etc.  

4.6.1.2 Current Technologies Used 

Prevention-focused technologies for outbreaks, epidemics, and pandemics are geared towards increasing the 
level of awareness and readiness in the event of terrorism-related activities.  Prevention capabilities include 
the ability to detect and reduce threats and hazards such as Chemical, Biological, Radiological, Nuclear, and 
Explosive (CBRNE) threats.  

Prevention related technologies to increase the level of awareness and readiness include: 

• Active and passive surveillance and search procedures assessments, bio surveillance, sensor technologies, 
or physical investigation and intelligence. 

• Multipurpose sensors, video feeds, and mobile unit detection capabilities.  

• Bulk provisioning of sensors with longer battery life. 
• Artificial Intelligence (AI) to enhance awareness and readiness 
• Advanced modeling techniques for intelligence, forecasting, and risk assessment of terrorism-related 

incidents 
• Monitor new outbreaks and create/refine the ability to respond based on proactive medical research and 

critical infrastructure and supply chains 
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• Ensure global information sharing and coordination for disease prevention, detection, assessment, 
response, and recovery. This includes the ability to rapidly disseminate information downstream towards 
targeted sectors such as medical research; human, animal, and plant health; emergency services; and law 
enforcement. 

4.6.1.3 Opportunity Technologies 

Prevention related opportunities include the development of technologies for: 

• Active and passive surveillance and search procedures using systematic examinations, assessments, bio 
surveillance, sensor technologies, or physical investigation and intelligence. 

• Public Information and Warning that includes individuals with disabilities, using qualified interpreters, and 
captioning audio and video materials.  

o Better precision with the targeting of public information and warning 
• Tiered security levels that are needed for the appropriate levels of security. 

• Advanced notifications of events due to improved communications latencies, e.g., 1ms. 

• Increased 5G services in priority areas through service provider collaborations and/or private networks.  
• AI-enabled awareness and readiness enhancements.  

• Combined satellite and terrestrial monitoring of major areas of interest.  
• Investment in advances in science and technology to improve and maintain detection and readiness 

capabilities, particularly since terror threats continually change. 
• Improve biosafety and biosecurity practices and oversight to mitigate risks of bio incidents 

4.6.2 Scenario 2: Protection Focus 

4.6.2.1 Description 

Protection is intended to secure against acts of terrorism and manmade or natural disasters that may result 
from critical infrastructure protection, agriculture, and food, health security, protection of key leadership, and 
special events (especially potentially large “super spreader” events, etc. Prevention and Protection related 
activities and technologies are closely linked.  

4.6.2.2 Current Technologies Used 

Protection-focused technologies for outbreaks, epidemics, and pandemics are geared towards detecting and 
identifying threats.  Protection capabilities include the ability to detect and identify threats from natural 
hazards, virulent strains that may result in pandemics and significant economic loss, technological and 
accidental hazards such as chemical spills, etc.  

Protection related capabilities to detect and identify threats include: 

• Multipurpose sensors, video feeds, and mobile unit-based threat detection and identification capabilities. 
Bulk Multipurpose sensors, video feeds, and mobile unit detection capabilities.  

• Bulk provisioning of sensors with longer battery life. 
o Use available satellite networks to expand threat detection and identification to assets outside of 

terrestrial service areas. 
• Critical Infrastructure Protection through deterrence, vulnerabilities minimization, or reduced impact from 

a terrorist attack, natural disaster, or manmade disaster.  
• Critical infrastructure includes chemical, commercial facilities, communications, critical manufacturing, 

dams, defense industrial base, emergency services, energy, financial services, food and agriculture, 
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government facilities, health care and public health, information technology, nuclear reactors, materials, 
and waste, transportation systems, and water and wastewater systems 

• Defense of agriculture and food networks and systems from all-hazards threats and incidents 
• Health security by protecting against health threats or incidents with potentially negative health 

consequences. 

4.6.2.3 Opportunity Technologies 

Protection related opportunities include the development of technologies for: 

• Develop strategies and tactics to respond to future pandemics through data and information sharing, 
outbreak model development and decision support, and the science of decision emergence [6] 

• Tiered security levels are needed for the appropriate levels of security for first responders. 
• Advanced notifications of events due to improved latency capabilities. 
• Better precision with the targeting of public information and warning.  
• Increase 5G services in priority areas through service provider collaborations and/or private networks 

• AI-enabled guidance and threat detection and identification for impacted areas.  
• Combined satellite and terrestrial monitoring of major areas of interest. 
• Control of movement (e.g. lockdowns) and protecting borders and critical infrastructure.  

o Many countries and local jurisdictions enacted policies to restrict the flow of movement within and 
among countries. 

• Strengthen the security and resilience of the supply chains for impacted ecosystems. 

• Sharing of tools, practices, and policies across multi-jurisdictional cross-functional teams 
• Augment human services (e.g. shelters, housing, and distribution centers), medical surge response (PPEs, 

medical equipment such as ventilators, clinical care, behavioral and mental health care, transition to crisis 
standards of care, and provision of mass care and mass fatality management), adjacent ecosystem services 
(e.g. agriculture, commerce, education, workforce protection, etc.) 

• Ability to respond with vaccines (if available) and provide rapid testing capabilities 

4.6.3 Scenario 3: Mitigation Focus 

4.6.3.1 Description 

Mitigation is intended to reduce the loss of life and property by lessening the impact of disasters that may 
result from animal and human pandemic disease outbreaks, technological and accidental hazards such as 
chemical or radiological substance release, adversarial or human-caused events such as food contamination or 
terrorism from biological, nuclear, or chemical sources. 

4.6.3.2 Current Technologies Used 

Mitigation-focused technologies for outbreaks, epidemics, and pandemics are geared towards reducing loss of 
life and property by lessening the impact of disasters.  Mitigation capabilities include the ability to improve 
situational awareness and enable decision making from disease, technological and accidental hazards, terrorist 
activities, etc.  

Mitigation related capabilities to improve situational awareness and enable decision making include: 

• Multipurpose sensors, video feeds, and mobile unit-based threat detection and identification capabilities. 
Bulk Multipurpose sensors, video feeds, and mobile unit detection capabilities.  

• Bulk provisioning of sensors with longer battery life. 
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• Combined available satellite networks to improve situational awareness and decision-making for assets 
outside of terrestrial service areas.  

o 5G deployments may vary across jurisdictions. Increased use of UAVs may be used for increased 
enhanced situational awareness and decision-making capabilities.  

o Mobile data may be used for real-time data analysis of COVID-19 spread within and among cities 
o Traffic statistics such as average daily vehicular traffic may be used to anticipate the speed and 

direction of the COVID-19 spread as described below. 
• AI to enhance situational awareness and decision-making capabilities 

• Identify and mitigate disease spread (includes pandemic influenza, human and animal infectious diseases), 
and technological and accidental hazards (includes chemical spills or releases). 

• Policies, such as mask-wearing and social distancing, may be implemented to mitigate the spread of 
COVID-19. 

o Sensors and checkpoints may be used to mitigate the flow of infections 
o Video cameras or other sensors (infrared, sound) with Artificial Intelligence algorithms may be 

used to enforce social distancing and verify social behavior 
o Contact tracing applications on mobile devices might be implemented to contain the diffusion of 

the epidemic. E.g. Called Immuni (immune), the contact tracing app deployed in Italy uses 
Bluetooth short-range radio based on a joint technology standard from Apple and Google to log 
close contacts securely on the device. It was developed by a Milan tech start-up, Bending Spoons. 

MACRO-LEVEL VIEW 

Figure 4.6.1 shows the weekly spread of COVID-19 across the continental US in March and April 2020. Initial 
cases for a local area may be due to the physical mobility pattern from the different modes of transportation, 
e.g. airport or ground-based transportation systems. The spread of COVID-19 may be mitigated across the 
CONUS area by facilitating and implementing local area clusters. 

Each local cluster may implement protection mechanisms based on the status of adjacent clusters and the 
internal effective viral transmission and positivity rates. Policies such as restriction of travel into or out of 
clusters may be implemented as needed while maintaining internal local cluster movements with frequent 
testing and contact tracing. The weekly maps show the spread of COVID-19 primarily due to air travel (airports 
not shown) and vehicular traffic for interstates and major arterial roads among local areas. 

 

March 1, 2020      March 8, 2020 
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March 15, 2020     March 22, 2020 

 

April 1, 2020      April 8, 2020 

 

April 15, 2020      April 22, 2020 

Figure 4.6.1. COVID-19 cases per county [7] (shaded) overlaid on roads shown by average vehicular traffic density [8] (grey 
lines) and population heat maps [9] (blue).  The inter-county spread is accelerated by transportation networks from COVID-

19 hotspots (air, rail, and water transportation networks are not shown on the map). 

The evolution of the COVID-19 diffusion in Italy during the first phases of the first wave (Feb./Mar. 2020) is 
illustrated in Figure 4.6.2. 
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Figure 4.6.2. Evolution of the ratio of confirmed cases/resident population in Italy. The spatial spread over time of COVID-
19 is plotted from February 25 to March 25, 2020. 

LOCAL AREA VIEW 

Local areas may mitigate the spread of COVID-19 by identifying and mitigating vulnerable areas. Figure 4.6.3 
shows the Centers for Disease Control and Prevention (CDC) Social Vulnerability Index (SVI) for the CONUS 
counties. Each local cluster or city may use the SVI for detailed census tract analysis to identify the most 
vulnerable areas.  

 

Figure 4.6.3. Overall Social Vulnerability Index (SVI) for CONUS counties [10]. The overall SVI is determined by 
socioeconomic, household composition/disability, minority/language, and housing/transportation themes. 

4.6.3.3 Opportunity Technologies 

Mitigation related opportunities include the development of technologies for: 

• Tiered security levels are needed for the appropriate levels of security for first responders. 
• Advanced notifications of events due to improved latency capabilities. 
• Better precision with the targeting of public information and warning.  
• Increase 5G services in priority areas through service provider collaborations and/or private networks. 

Mobile temporary capabilities may be needed to increase situational awareness across geopolitical areas. 
Proactive mutual aid agreements would increase cooperation and capabilities. 

• Hardware, software, internet-based systems, and applications (including GIS and incident management 
software) 

• Social media for situation awareness and information dissemination 
• Public warning and notification systems for multiple communications methods. 
• Hardware, software, internet-based systems, and applications (including GIS and incident management 

software) 
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• Real-time information sharing and coordination with international organizations and partners for a 
pandemic response. 

4.6.4 Scenario 4: Response Focus 

4.6.4.1 Description 

The response is intended to save lives, protect property and the environment, and meet basic human needs 
after an incident has occurred. During outbreaks, epidemics, and pandemics, the response function requires a 
multi-jurisdictional multi-disciplinary approach. 

4.6.4.2 Current Technologies Used 

The response focused technologies for outbreaks, epidemics and pandemics are geared towards tactical 
capabilities for the following emergency support functions: critical transportation; environmental 
response/health and safety; fatality management services; fire management and suppression; infrastructure 
systems; logistics; supply chain management; mass care services; mass search and rescue operations; on-scene 
security, protection, and law enforcement; operational communications; public health, health care, and 
emergency medical services; situational assessment; and cross-sector business and infrastructure operations 
and supply chains. 

The response related tactical assets and capabilities for emergency support functions include: 

• Increase the number of multipurpose sensors, video feeds, and mobile unit-based threat detection and 
identification capabilities. Bulk Multipurpose sensors, video feeds, and mobile unit detection capabilities.  

• Bulk provisioning of sensors with longer battery life. 

• Combined use of available satellite networks for tactical assets and technological capabilities for assets 
outside of terrestrial service areas. 

• AI to enhance tactical assets and technological capabilities 
• 5G deployments may vary across jurisdictions. Increased use of UAVs may be used for increased enhance 

situational awareness and decision-making capabilities.  
• Experimentation may lead to fragmented solutions. 
• Ecosystem specific technologies and agreements for Emergency support functions (ESFs) related to critical 

transportation; environmental response/health and safety; fatality management services; fire 
management and suppression; infrastructure systems; logistics and supply chain management; mass care 
services; mass search and rescue operations; on-scene security, protection, and law enforcement; 
operational communications; public health, health care, and emergency medical services; situational 
assessment; and cross-sector business and infrastructure operations and supply chains. 

• First responders may need access to portable radios, repeaters, portable cellular towers, mobile 
communications units, mobile command posts, and other communications support equipment as 
necessary to provide communications for the incident. Additional communications capabilities may be 
needed based on the specifics of the mission. 

COVID-19 response includes balancing the need for medical care for COVID-19 infected patients and non-
COVID-19 patients. The demand for care will need to be met by the supply of medical care available in the local 
vicinity.  

Figure 4.6.4 shows the COVID-19 cases in CONUS counties and the hospital locations by available beds [11]. 
During the peak infection phase, there may be a shortage of medical facilities, staff, PPEs such as N-95 masks, 
equipment such as ventilators, and hospital beds. Deployable or makeshift hospitals, e.g. Navy ships or 
converted convention centers, make be necessary to meet the increased need for medical care. It may be 
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necessary to “flatten the curve” by implementing local policies to avoid closed spaces, crowded places, and 
close-contact settings.  

 

Figure 4.6.4 - CONUS map showing the available concentration of hospital beds and COVID-19 cases by county (April 22) 

A more targeted approach may be taken at the local level. Figure 4.6.5 shows the SVI for Washington DC 
census tracts. Northeast (NE) and Southeast (SE) Washington DC are the most vulnerable areas from the 
combined socioeconomic, household composition/disability, minority/language, and housing/transportation 
themes. Figure 4.6.6 shows the reported COVID-19 cases by census tracts. The highest number of reported 
cases for May 7, 2020, and Nov 20, 2020, are within the most vulnerable census tracts. The patterns for both 
dates remain the same even though there was a significant increase in infections from May 7, 2020, to Nov 20, 
2020. 
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Figure 4.6.5 – CDC’s SVI for Washington, DC [12]. The highest vulnerability areas are within the NE and SE areas. 

 



Page 54 of 75 | IEEE Future Networks | Public Safety Technology Gaps and Opportunities White Paper – 2021 
Copyright ©2021 IEEE. All rights reserved. 

 

Figure 4.6.6. Washington DC COVID-19 cases by census tracts for (a) May 7, 2020 [12] (b) Nov 20, 2020, and number of 
cases by race for (c) May 7, 2020, and (d) Nov 20, 2020. The majority of COVID-19 infections are located in the NE and SE 

Washington DC areas within the higher social vulnerability areas with disadvantaged racial and socioeconomic groups 

Clusters that have a high rate of infection may implement policies for mask-wearing, social distancing, 
restricted movements or lockdowns, addressing higher infection rates among disadvantaged racial and 
socioeconomic groups in localized areas such as census tracts or census block groups, minimize the spread 
from a specific Point Of Interests (POIs) such as grocery stores and restaurants through deployable or 
emergency distribution centers, and reducing the maximum capability of the closed spaces. 

Key Performance Indicators (KPIs) used to determine the Washington, DC reopening phases include: 

• Daily case rate 
• Transmission rate 
• Positivity Rate 

• New cases from quarantined contacts 
• Hospital utilization percentage 

• Percentage of COVID-19 patients 
• Mean test turnaround time 
• Positive cases with contact attempt 

• Close contacts with contact attempt 
• Positive cases interviewed 

4.6.4.3 Opportunity Technologies 

Response related opportunities include the development of technologies for: 

• Tiered security levels are needed for the appropriate levels of security for first responders. 
• Advanced notifications of events due to improved latency capabilities. 
• Better precision with the targeting of public information and warning.  
• Increase 5G services in priority areas through service provider collaborations and/or private networks. 

Mobile temporary capabilities may be needed to increase situational awareness across geopolitical areas. 
Proactive mutual aid and public safety communications interoperability agreements would increase 
cooperation and capabilities. 

• Network Priority—includes priority service access, preemption of users, roaming priority 

• Hardware, software, internet-based systems, and applications (including GIS and incident management 
software) 

• Social media for situation awareness and information dissemination. 
• Execute risk-informed, accurate, timely, and actionable public messaging  
• Local, nationwide, and international interoperability for emergency preparedness, emergency response, 

and disaster recovery operations. This includes deployable communications capabilities. 
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• Tactical radio communications and telephony 
• Local control for multi-jurisdictional response 
• Identity, Credential, and Access Management (ICAM) 

• Network Priority—includes priority service access, preemption of users, roaming priority 
• Public Safety capabilities related to device-to-device communications, proximity services, and group 

communications system enablers. 
• First responders may need access to portable radios, repeaters, portable cellular towers, mobile 

communications units, mobile command posts, and other communications support equipment as 
necessary to provide communications for the incident. Additional communications capabilities may be 
needed based on the specifics of the mission. 

• Rapid testing and contact tracing apps 
• Enhanced KPIs based on global best practices 

4.6.5 Scenario 5: Recovery Focus 

4.6.5.1 Description 

Recovery is intended to assist communities affected by an incident to recover. COVID-19 has resulted in a 
sustained shock to multiple ecosystems simultaneously. 

4.6.5.2 Current Technologies Used 

Recovery-focused technologies for outbreaks, epidemics, and pandemics are geared towards planning, tactics, 
and operations before and after an event (typically years. Recovery support functions address economic 
recovery, health and social services, housing, infrastructure systems, and natural and cultural resources. 

Recovery related tactical assets and capabilities for emergency support functions include: 

• Multipurpose sensors, video feeds, and mobile unit-based threat detection and identification capabilities. 
Bulk Multipurpose sensors, video feeds, and mobile unit detection capabilities.  

• Bulk provisioning of sensors with longer battery life. 
• Combined use of available satellite networks for tactical assets and technological capabilities for assets 

outside of terrestrial service areas. 

o 5G deployments may vary across jurisdictions. Increased use of UAVs may be used for increased 
enhance situational awareness and decision-making capabilities.  

o Standardization and deployment of 5G integrated satellite services. 
• AI to enhance planning, tactics, and operations capabilities 
• Experimentation may lead to fragmented solutions. 
• Recovery Support Functions (RSFs) related to economic recovery, health and social services, housing, 

infrastructure systems, and natural and cultural resources 

• Ecosystem specific technologies 
• Supply chain technologies for mass vaccinations and cold chain storage across urban, suburban, rural, and 

remote areas. 

4.6.5.3 Opportunity Technologies 

Recovery related opportunities include the development of technologies for: 

• Tiered security levels are needed for the appropriate levels of security for first responders. 
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• Advanced notifications of events due to improved latency capabilities. 
• Better precision with the targeting of public information and warning.  
• Increase 5G services in priority areas through service provider collaborations and/or private networks. 

Mobile temporary capabilities may be needed to increase situational awareness across geopolitical areas. 
Proactive mutual aid and public safety communications interoperability agreements would increase 
cooperation and capabilities. 

• Hardware, software, internet-based systems, and applications (including GIS and incident management 
software) 

• Social media for situation awareness and information dissemination. 

• Execute risk-informed, accurate, timely, and actionable public messaging  
• Local, nationwide, and international interoperability for emergency preparedness, emergency response, 

and disaster recovery operations. This includes deployable communications capabilities. 
• Tactical radio communications and telephony 
• Network Priority—includes priority service access, preemption of users, roaming priority 
• Local control for multi-jurisdictional response 

• Identity, Credential, and Access Management (ICAM) 
• Network Priority—includes priority service access, preemption of users, roaming priority 
• Public Safety capabilities related to device-to-device communications, proximity services, and group 

communications system enablers. 
• First responders may need access to portable radios, repeaters, portable cellular towers, mobile 

communications units, mobile command posts, and other communications support equipment as 
necessary to provide communications for the incident. Additional communications capabilities may be 
needed based on the specifics of the mission. 

• Public Safety capabilities related to device-to-device communications, proximity services, and group 
communications system enablers. 

• Rapid testing and contact tracing apps 
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4.7 Use Case 7: Recreational (Beaches, Arenas, Stadiums, Theme Parks) Safety 
This use case illustrates how Deployable Communication Systems (DCSs) are expected to be used in real-world 
scenarios. 

Many of us enjoy outdoor events such as music concerts, festivals, and exhibitions. Imagine a small-town 
outdoor festival such as the beer and blues festival in Mammoth Lakes, near Yosemite National Park. This is a 
four-day event held outdoors in early August each year and offers local food, beer tastings, and blues music. 
Mammoth Lakes is a town in California's Sierra Nevada mountains known for the Mammoth Mountain and 
June Mountain ski areas and trails.  

Now, imagine an incident such as a missing child, fire, earthquake in such an outdoor recreational event when 
communication with the event participants becomes critical. Depending on the criticality of the incident, 
communications may include alerts and warnings; directives about evacuation, and other self-protective 
actions; and information about response status, family members, available assistance, and other matters that 
impact response and recovery. Well-conceived and effectively delivered emergency response can help ensure 
public safety and protect lives. The extent to which people respond to a warning message is influenced by 
many factors, including individual characteristics and perceptions, the credibility of the source, the delivery 
method, and the message itself. There may be many communication methods to choose from, including loud-
speaker announcements on the scene of incidence, broadcast media, and Internet and social media. Each has 
its advantages and limitations depending on your communication objective. Whatever be the methods of 
communication, the messages meant for the people need to be clear, contain specific and adequate 
information, in sync with other information being disseminated, and accessible to everyone in the community. 

Potential Solutions:   

Deployable Communication Systems (DCSs), i.e., communication systems that are easily transportable, 
deployable and enable instant voice communications and internet connectivity are needed to supplement 
existing communications infrastructure that may be dysfunctional, congested, or clogged due to the incident 
[1]. DCSs need to be installed at pre-determined locations around the incident area to have additional 
broadband capacity serving the emergency responders. DCSs are useful for enhancing the capacity of existing 
on-site systems that are not likely to be able to support the number of public safety users. Multiple DCSs may 
be needed to support the post-incident rescue and recovery operations.  
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One of the DCSs needs to support the Incident Command System (ICS). The ICS serves as information 
acquisition, aggregation, and dissemination center. Selected feeds may be passed on to public safety personnel 
who are using tablets and small wearable cameras. This capability allows real-time video streaming of any 
incidents occurring inside and outside the area of the incident. Voice capability may be available through the 
same network, and public safety personnel can also be patched to security officials of the event using voice 
applications. 

Learning from the challenges faced by the first-responder community in establishing communications during 
critical man-made disasters (e.g.: 9-11 in 2001) and natural disasters (e.g., hurricane Katrina in 2005), the U.S. 
Government created the First Responder Network Authority (FirstNet). FirstNet is an independent authority 
within the U.S. Department of Commerce. Authorized by Congress in 2012, its mission is to develop, build and 
operate the nationwide, broadband network that equips first responders to save lives and protect U.S. 
communities. FirstNet is a nationwide wireless broadband network for first responders built and deployed 
through a first-of-its-kind public-private partnership between the federal government and AT&T. FirstNet 
offers public safety a communications network built and customized to meet their needs. LTE Band-14 is the 
frequency band dedicated for use by the First Responder Networks (FRN). 

4.7.1 Scenario 1: Scene of a Mass-casualty Event 

(Original Source: Broadband Deployable Systems in the Nationwide Public Safety Broadband Network, A 
Report from the National Public Safety Telecommunications Council (NPSTC) and the Defence Research and 
Development Canada’s Centre for Security Science (CSS), 2017. Note that NPSTC working groups conduct 
broad-based research related to public safety communications technology.  The workgroups are composed 
entirely of volunteers from public safety, industry, and academia.  Anyone may participate in working group 
discussions. Visit www. NPSTC.org for more information [2].) 

4.7.1.1 Description 

A mass-casualty event has occurred with many victims. The event has disrupted the terrestrial Public Safety 
Broadband Network (PSBN) service and commercial cellular service in the incident area to the extent that they 
have been rendered unusable. Mission-critical Land Mobile Radio (LMR) voice communications have not been 
affected. 

Several EMS teams have been dispatched to the incident. One of the teams consists of Bob, Bill, and Mary. 
Their EMS team is assigned to an EMS vehicle. The magnitude of the incident, having caused a large number of 
casualties, overwhelms the capacity of the local emergency medical services and therefore a call goes out to a 
neighboring jurisdiction to dispatch additional EMS teams.  

Each team member has a Multimedia Emergency Services (MMES) device with voice and broadband data 
capability. The EMS team members are assigned an incident talk group to communicate by voice with each 
other, their EMS Public Safety Communications Center, and to standby doctors in two different Hospital Center 
Emergency Rooms (ER). The MMES devices can be used to capture video images of the victims. 

At the scene of the incident, Bill and Mary place MMES-capable electrocardiogram (EKG) sensors on victims in 
the field and collect identity and other information (fingerprints, photos, medic-alert bracelets, etc.) of the 
victims to upload to the ER. Meanwhile, Bob remains with the EMS vehicle and uses his MMES-capable device 
to stream live video of the incident to the dispatcher. Anne and Larry, the two stand-by ER physicians, and Bob 
are monitoring the vital signs data that is collected by the MMES-capable sensors. The MMES-capable devices 
can operate on multiple Radio Access Technologies (RATs), which can be LTE Band-14 and Wi-Fi (license-
exempt or 4.9 GigaHertz (GHz)). 

Two EMS supervisor vehicles (one from each jurisdiction) are each equipped with a small BandClass-14 LTE 
Deployable Communication System (DCS) with a roof-top mounted omnidirectional antenna. One of the DCSs 
is designated to provide broadband data service to the immediate vicinity of the incident area while the other 
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is set to stand by in case the designated DCS fails. Alternatively, the second DCS can be used to extend the 
range of the first DCS if the incident area is broader than the usable range of the first DCS. The EMS vehicles 
that host the DCS are also equipped with compact satellite terminals, which allow them to connect to the fixed 
PSBN network. 

The DCS serves other emergency responders at the incident such as local law enforcement, firefighters, and 
federal investigators who are collecting evidence to help determine the cause of the incident. 

4.7.1.2 Actors and Roles 

Actors: List of the participants in the use case and their respective roles. 

1. EMS First Responders 
• Place MMES-capable EKG devices on the victims. 
• Collect identity and other victim-specific information for upload to the ER. 
• Collect video of the incident area. 
• Receive personal medical information of the victims. 

2. Law Enforcement Officials 
• Collect evidence. 
• Secure the incident area 

3. Firefighters 
• Assist EMS technicians 
• Prevent fire from erupting 

4. Federal Investigators 
• Collect evidence. 

5. ER Stand-By Physicians 
• Receive vital signs information from the patients. 
• Receive medical records from the health records database 
• Provide verbal instructions and data to EMS personnel 

6. Health Records Database Administrators 
• Where are the databases located? 
• What information do the administrators use to determine whom to allow access to the health records? 
• How are the databases connected to the PSBN? 

7. Victims 
• Numerous. 

8. Dispatcher 
• Receives video from the incident area that is captured by Bob’s MMES-capable device. 

4.7.1.3 Pre-Conditions 

This is a set of conditions that must exist before the use case unfolds. Preconditions may also be assumptions. 

• The FirstNet network has a connection to the broadband satellite service provider. 
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• The agencies responsible for the emergency medical services have equipped a select number of their 
vehicles with DCS and satellite terminals. 

• All EMS vehicles are equipped with vehicular modems that, as a minimum, have a UE Band-14 air interface. 
• The MMES-capable sensors are certified to not interfere with electronic medical implants such as 

pacemakers. 
• First responders from both jurisdictions can be authenticated and can access the medical information of 

the victims as authorized. 
• One DCS is sufficient to serve the incident area. 

4.7.1.4 Operational Capabilities 

This is a list of the capabilities that are expected of the deployable systems to make the use case possible. 

• EMS Supervisor vehicles can serve as DCS to connect dismounted EMS teams and sensors to the PSBN. 
• MMES-capable devices and sensors can be served by either of the two vehicular DCS regardless of which 

one is designated as the serving DCS. 
• The DCS can be configured as an eNB or EPC or full-up RAN+EPC for resilience and backup. 
• The DCS can be turned up and made fully operational with minimum human intervention and no 

specialized knowledge of the DCS technology. This includes the satellite link. 

• The two DCS can operate without interfering with each other. 
• The DCS will not interfere with the terrestrial fixed PSBN network when the latter is functionally restored 

in the incident area. 
• Deployable systems allow for sensitive medical and victim-identity information to be protected for 

confidentiality, privacy, and integrity. 
• The EMS teams can determine the quality of service that their MMES-capable devices are receiving from 

the DCS. 
• The dispatcher can track the location of the EMS teams, receives telematics-related information on the 

state of the EMS vehicles, and can monitor the status of the equipment on board. 
• The DCS can interface with the PSBN core network using geostationary satellite backhaul. 
• The EMS vehicles each contain an access point for a wireless local area network using Wi-Fi protocol 

operating in the license-exempt bands and/or in the 4.9 GHz public safety band. 

• The user devices and sensors operate on, at least LTE Band-14 and Wi-Fi. The Wi-Fi could be in the license-
exempt bands and/or the 4.9 GHz public safety band. 
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4.8 Use Case 8: Traffic/Transportation Safety (Roads, Sea, Air, Trains) 
The safety of public transportation systems is essential to our daily lives, the country’s economy, and national 
security. Protecting the safety of transportation systems requires collaboration among a wide range of actors 
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in traffic management, law enforcement, emergency medical, fire protection, and disaster management. A 
major issue to address in public transportation system safety is traffic incidents.  

Traffic incidents can vary widely in scale, from an accident involving a single vehicle to large-scale roadway 
disruptions caused by natural or man-made disasters. Handing traffic incidents involves prevention, detection, 
notification, response, scene management, patient transport, and traffic recovery [1], where advanced 
information and communication technologies will play a crucial role. This section will describe some sample 
scenarios of traffic incident handling. 

4.8.1 Scenario 1: Prevention 

4.8.1.1 Description 

Over 36,000 people die each year in traffic accidents in the US [37]. Preventing traffic accidents requires 
drivers or vehicles to detect potential crashes and take timely actions to avoid them. 

4.8.1.2 Current Technologies Used 

A range of technologies has been used to reduce or prevent vehicle crashes. Examples include:  

• Automatic Emergency Braking automatically applies brakes when it detects imminent crashes while the 
driver is not braking. 

• Lane Departure Warning and Lane Keeping warns the driver when the car is drifting out of the lane and 
automatically steers the car back into the lane when necessary. 

• Blind Spot Warning warns the driver when it detects cars or other objects in the driver’s blind spots. 
• Cross-Traffic Alerts alert the driver of other vehicles or objects approaching from the sides. 
• Electronic Stability Control (ESC) prevents vehicles from sliding out of control due to over-steering by 

applying the brakes or reducing engine power. When the driver loses control of the vehicle, the ESC would 
take over. 

The past decade has seen tremendous progress in automated driving technologies [2]-[6], which offer great 
potential to further increase traffic safety. The Society of Automotive Engineers (SAE) International has defined 
five levels of driving automation [7] as summarized in Table 4.8.1. 

TABLE 4.8.1 SAE Levels of Driving Automation 

 
Today, Level-3 vehicles have become commercially available. Examples include Tesla equipped with its 
Autopilot system and the Cadillac Super Cruise. A Level-3 vehicle can drive itself under limited and ideal 
conditions, but a human driver must be ready to take control at any time when needed. Truly automated 
driving without human intervention, however, begins with Level-4 driving automation, where a vehicle can 
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drive itself without human intervention in a specific Operational Design Domain – a set of specific conditions 
such as roadway types, speed ranges, weather, and visibility [8]. Several companies, including Waymo 
(Google), General Motors, Argo AI (supported by Ford and Volkswagen), and Baidu (leading search company in 
China), are testing Level-4 cars on public roads. These vehicles currently operate only in predefined 
geographical areas under limited conditions such as daytime and good weather (no rain or snow). They still 
require human safety drivers in the car. 

4.8.1.3 Opportunity Technologies 

With the impressive achievements so far, Level-5 driving automation is still a long way to go due to 
fundamental technical challenges [9][10][38]. For example, 

• Self-driving cars rely heavily on machine learning, especially deep learning [26], for many perception and 
decision-making functions that cannot be completely and precisely specified [26][27][28]. Machine 
learning avoids the need for complete functional specifications by training software modules from 
examples instead of programming them from specifications. Today, a machine learning model can 
interpret only what its training dataset represents statistically. This non-generalizability means that a fully 
automated vehicle must be trained with datasets that completely and accurately represent everything a 
vehicle may deal with throughout its long lifespan. Having such complete training datasets is unrealistic 
[29].  

• Tackling complex driving tasks requires an extremely large and complex software system. A fully 
autonomous vehicle is expected to need one billion lines of software code [30]. Software complexity 
measured by a commonly used metric, cyclomatic complexity, grows linearly with the lines of code [31]. To 
put the scale of such self-driving software in context, the Boeing 787 jetliner has about 14 million lines of 
code. Building a software system of several hundred million to a billion lines of code for any device poses 
unprecedented challenges. Meeting automotive-grade reliability and safety requirements will be even 
more difficult. Such large software systems will almost certainly have bugs including some that can cause 
traffic accidents. Maintaining and upgrading such large software systems on millions of cars will be highly 
costly.  

• The non-generalizability also makes it intractable to validate the safety levels of self-driving cars using 
conventional safety measures. Consider fatal crash rate for example. Human drivers in the United States 
have on average approximately one fatal accident for every 100 million miles driven [33]. A recent study 
estimates that a group of self-driving cars have to drive at least a total of 275 million miles without any 
fatality to demonstrate at 95% confidence that their fatal crash rate is not higher than that of an average 
human driver [32]. With a fleet of 100 cars, such a test will take about 7 years if each car drives 24 hours a 
day and 365 days a year at an average speed of 45 miles per hour. However, driving any vehicle completely 
failure-free for that long is often unrealistic – and some failures in the earlier stages of testing may not 
statistically alter the vehicles’ actual safety levels. Estimating the fatal crash rate to a given precision, while 
accommodating random failures, can require even more test drives. For reference, Waymo, a leader in the 
industry, had accumulated only 20 million open roads test-drive miles as of January 2020 [34], and much of 
the data from these test drives was used to train the car’s machine learning models and therefore cannot 
be reused to evaluate the models’ performance. Therefore, rethinking will be necessary to define, 
measure, and validate autonomous car safety. 

As the quest to overcome these challenges continues, vehicle teleoperation (remote driving) has been gaining 
increasing momentum in the industry over the past several years [11][12][38]. Major autonomous car players, 
many startups, goods delivery companies, and the telecom industry are developing vehicle teleoperation 
systems [11] – [24]. Supporting remote driving is also a major goal of 5G and beyond networks [25]. 
Teleoperation allows human intelligence to compensate the inadequate artificial intelligence when necessary. 
Future vehicle teleoperation systems, powered by growing remote driving automation and advanced networks 
such as 5G, may allow some automated driving intelligence to be off-loaded from the vehicle into the cloud 
(and edge computing systems) to enable new driving automation solutions.  
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Teleoperation can help remotely remove vehicles from accident scenes and assist self-driving vehicles navigate 
through complex or unexpected situations that the vehicles cannot handle on their own. In a large-scale 
disaster, self-driving cars may not know how to navigate through the disaster-damaged transportation 
infrastructures that they have not been trained to handle. Teleoperators can step in to remotely drive the 
vehicles and coordinate traffic. However, network infrastructures may also be damaged in such disasters which 
can disrupt teleoperation and make it unavailable in some areas or for some periods. Therefore, smart 
integration of teleoperation, self-driving, and vehicle-to-vehicle information dissemination may provide a more 
effective response. 

4.8.2 Scenario 2: Detection, Notification, and Response 

4.8.2.1 Description 

Traffic incidents should be detected timely to alleviate damages to vehicle occupants and reduce traffic 
disruptions. Information about the incident should be collected and analyzed to determine what responses 
should be taken. Then, the most appropriate responses need to be dispatched quickly. The increasing driving 
automation and vehicles’ growing reliance on software introduce both new challenges and new ways to handle 
traffic incident detection, notification, and response.  

4.8.2.2 Current Technologies Used 

Traditionally, traffic incident detection relies primarily on vehicle occupants (drivers and passengers) to call 
emergency services (such as 911 services) or roadside assistance services (such as American Automobile 
Association (AAA) services), through either emergency systems embedded into the vehicle or passengers’ 
carry-on devices. More recently, Automatic Collision Notification (ACN) systems have become standard or an 
option on many vehicles [35]. ACN systems are designed to automatically detect accidents (e.g., by detecting 
airbag deployment or sudden forceful deceleration) and notify remote operators, who will then communicate 
with the vehicle occupants, assess the assistance needed, and contact emergency service providers. ACN 
systems are also designed to automatically provide information about an incident, such as the locations and 
conditions of the vehicles, to the operator and emergency responders. Such information will be important for 
determining what responses will be needed. 

4.8.2.3 Opportunity Technologies 

Vehicles are increasingly relying on software systems to increase driving automation. This increases the need 
for the ability to remotely detect and respond to software and hardware problems that may cause serious 
accidents. A major type of such problem will be security compromises to the vehicle, such as malware or 
unauthorized remote access. Widespread use of software systems on the vehicles and network connectivity 
between the vehicle and the outside world could allow security compromises to spread more easily to many 
vehicles and cause large-scale disruptions to the transportation systems.  

Today’s incident response technologies may no longer be adequate to respond to such problems [36]. Existing 
incident response solutions rely predominately on brute-force mechanisms such as shutting down a potentially 
compromised system, reinstalling and rebooting its software, or replacing its components and subsystems. 
Such highly disruptive responses can cause intolerable disruptions to mission-critical systems such as vehicles 
where maintaining safe operation is often the highest priority even when the system is compromised. For 
example, while malware can cause damages to a vehicle and endanger its passengers, abruptly shutting down 
the vehicle each time any malware is detected could be an even quicker and surer way to cause deadly traffic 
accidents. A similar situation applies to other advanced means of transportation such as drones. If a drone 
flying midair is abruptly turned off just because a security compromise is detected, it can crash from the sky to 
hurt people and damage properties on the ground.  

Therefore, new thinking and new technologies will be necessary for addressing software-related problems in 
future transportation systems. 
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5 TECHNOLOGY GAPS 
This chapter provides a consolidation of opportunity technologies identified in the public safety use cases 
discussed in Chapter 4. A ranking of these technologies and an identification of a prioritized list of the 
opportunities are also included. 

5.1 Opportunity Technologies and Cases 
The technology areas identified in the previous sections are listed below. As discussed before, some of the 
technologies listed here are used extensively in many public safety applications already. However, we believe 
that there is even greater potential for much wider use of these areas in public safety applications.  Also, note 
that some of the items listed below are not necessarily technologies per se, but rather they are the public 
safety cases that are in urgent need of technologies to help. 

• Artificial Intelligence  
• Big Data Analytics, Predictive Policing.  
• Biotechnology, Biometric Monitoring Systems.  

• Advanced Communications Networks 
• Internet of Things (IoT)   
• Drones and Robots 
• Facial Recognition 
• Blockchain 

• Cloud 
• Vertical Location Identification For 911 Callers 
• Smart Video and Audio Surveillance 
• Portable Thermal Imager Integrated with Signs-

Of-Life Sensors 

• Body-Worn Camera Systems 
• Smart Street Lighting Systems (networked 

lights to deter crime, detect gunfire, and make 
public safety announcements) 

• AR And VR 

• Ambient User Experience (right information at 
the right time, in the right place, in the right 
context, and on the right device) 

• Sensors 
• Next Generation Firefighter Helmet 
• Shared Awareness (cross-departmental 

situational awareness among officers from 
cities, states, and regions) 

• Emergency Weather Response.  

• 911 Centers as Emergency Management Hubs 
• Improved Disaster Response and Resilience 
• Remote and Rapid Rescue Capability 
• Active Shooter 

• Digital Forensics 
• DNA Tech 
• Evidence-Based Policing 
• Officer Training, Training and Preparedness: 

Immersive, Simulated Disaster Exercises 

5.1.1 Technologies 

The list in the previous section is a random list with perhaps overlaps. In the following, another version of the 
above list is presented with some refinements and aggregation. The list below also separates the technologies 
from the public safety cases needing technology solutions. 

• Smart Algorithms (Artificial Intelligence / 
Machine Learning/Big Data Analytics) 

• Biotechnology, DNA, Biometric Monitoring 
Systems.  

• Communications Networks (5G, 6G, Wi-Fi, 
Non-Terrestrial, Etc.) 

• Internet of Things (IoT) and Sensors 

• Drones and Robots 

• Facial Recognition 
• Blockchain 
• Cloud/Fog/Edge Computing 

• Vertical Location Identification (GPS Like?) 
• Smart Video and Audio Surveillance Systems 
• Smart Street Lighting Systems. 
• Intelligent Reality (AR, VR, etc.) 

• Software Security – Detection, Response 
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• Body-Worn Camera Systems • Next Generation Firefighter Helmet 

5.1.2 Public Safety Cases 

The following is a list of public safety cases/applications that are in greater need of technologies 

• Shared Awareness 
• Improved Disaster Response and Resilience 
• Remote and Rapid Rescue Capability 

• Emergency Weather Response.  
• 911 Centers as Emergency Management Hubs 

• Active Shooter 
• Digital Forensics 
• Evidence-Based Policing 

• Ambient User Experience 

5.2 Technologies with Wider Gaps in Public Safety Use 
Based on some qualitative assessments discussed under various use cases presented in Section 4, the task 
force identified the following 10 areas. We also attempted to rank them.  So the resulting top 10 technology 
areas we believe are worth studying further to identify solutions to address the important issues that public 
safety agencies and personnel are facing today.  

• Smart Algorithms (Artificial Intelligence / Machine Learning/Big Data Analytics) 

• Software Security – Detection, Response 

• Communications Networks (5G, 6G, Wi-Fi, Non-Terrestrial, Etc.) 

• Biotechnology, DNA, Biometric Monitoring Systems.  

• Blockchain 

• Intelligent Reality (AR, VR, etc.) 

• Drones and Robots 

• Smart Video and Audio Surveillance Systems 

• Facial Recognition 

• Cloud/Fog/Edge Computing 

In the following sections, we will discuss briefly the top 5 technologies, which we believe the gaps of their use 
in public safety applications are much greater than the rest of them. 

5.2.1 Smart Algorithms (Artificial Intelligence / Machine Learning/Big Data Analytics) 

We use the words “Smart Algorithms” to refer to those algorithms/programs involved in using various 
mathematical, statistical, and probabilistic tools in the context of Artificial Intelligence, Machine Learning, 
Deep Learning, as well as various analytical tools such as predictive analytics to deal with and take advantage 
of so-called Big Data. In this white paper, we treat these as the backbone of almost all public safety 
applications.  In other words, all the technologies that we mention here use “Smart Algorithms” in one way or 
another in public safety applications.  

Smart Algorithms are being used already to a certain extent together with many public safety technologies.  
However, we believe that the current use is just the tip of the iceberg.  There will be more and more public 
safety technologies to rely on these Smart Algorithms. Software security, predictive policing, robots, 
autonomous vehicles, remotely operated facial recognition, descriptive analytics, predictive analytics, pattern 
recognition, access and use with user devices, capturing and storing and accessing big data, especially in real-
time during emergencies. 
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5.2.2 Software Security – Detection, Response 

As the world becomes more and more “digitally transformed,” softwarized, virtualized, and connected, there 
will be greater security threats to public safety. All types of infrastructure components including, utilities, 
transportation, communications, etc. will be in jeopardy through alien software, which may cause enormous 
public safety situations. 

Software security has been a concern for a long time. And there are well-developed prevention, detection, and 
response approaches, tools, etc. to handle security issues in computers and communication networks. 
However, with the widespread use of new technologies such as electrical vehicles and autonomous vehicles at 
the mercy of malware which may create transportation disasters, we believe there is an urgent need to revisit 
the existing approaches and investigate how they can be enhanced to deal with the new, more demanding, 
real-time, more scalable problems. 

5.2.3 Communications Networks (5G, 6G, Wi-Fi, Non-Terrestrial, Etc.) 

Public safety agencies around the world have been trying to replace their analog and narrowband 
communication technologies with so-called broadband communications technologies such as LTE and 5G.  
FirstNet in the USA is an example of such a broadband public safety network.  LTE originally lacked several 
significant features needed for critical communication applications.  With the availability of the 5G technology, 
public safety agencies will likely consider it seriously to take advantage of 5G’s much better performance and 
much richer capabilities.  However, like in LTE, 5G may also require significant enhancements such as better 
latency, slicing, deployment, coverage, implementation of ProServ (D2D), Push-to-Talk (PTT), support for 
current (technical/operational) capabilities (backward compatibility?) just to name few.  

Also, other communications technologies such as Wi-Fi and satellite will likely be used more and more to 
provide local as well as worldwide coverage for public safety operations.  

With the increased use of UAVs in mission-critical applications, aerial communications (eg, drone to drone, 
drone to control center, etc.) with better latency will be required. 

Electrification of transportation, as well as autonomous vehicles, will demand much faster Vehicle to X( V2X) 
communications to facilitate interaction with each other as well as with the surrounding elements. 

Lastly, wireless sensor networks will be highly valuable for mission-critical applications.  The use of sensors in 
public safety situations will grow exponentially. For example, sensors on the protective gear of firefighters and 
first responders; body-worn sensors to help EMS, sensors deployed on campus to detect gunshot detector 
gunshots, sensors deployed in the environment to detect volcanos, earthquakes, floods, and tsunami. 

5.2.4 Biotechnology, DNA, Biometric Monitoring  

Biotechnology including DNA and biometric monitoring can provide valuable input to public safety officers in 
identifying criminals.  For example, data collected through fingerprints, “ocular-based” identification 
techniques such as retinal scanning iris patterns, patterns of movements (gaits), voiceprints, and thermal 
signature can be analyzed by the smart algorithms to identify criminals. 

Also, DNA-based techniques in identifying criminals require significant enhancements to speed the process 
combined with the use of other data obtained through other technology to identify the person and his / her 
background. New DNA-based analysis and phenotype prediction for identifying physical traits will be in great 
demand in many public safety applications.  
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5.2.5 Blockchain 

The use of blockchain technology in emergency management including disaster recovery provides immutable 
transparent records accessible by all types of agencies involved to facilitate more efficient and coordinated use 
of resources. Transparent record keeping for all kinds of transactions related to data (for example donations 
and spending, etc.) involved in disaster relief would minimize corruption. 

There have been several projects already underway from various public safety-related and other organizations 
such as FEMA, CDC, United Nations Children’s Emergency Fund (UNICEF). But we believe that there is an 
enormous opportunity here to investigate and identify how more and more public safety agencies at all levels 
can use blockchain in recording, safekeeping, and using their data.   

6 CONCLUSION AND RECOMMENDATIONS  
With the growing need to help agencies and personnel improve their overall effectiveness, performance, and 
ability to respond promptly – particularly in emergency situations – continued examination of how IEEE can 
best leverage its world-class expertise and resources in the public safety arena is warranted. 

This white paper has captured and documented in one place a view of what already exists in the public safety 
realm, along with identifying technology gaps and opportunities for further exploration and research. Section 5 
offers a prioritized list of technologies with the greatest gaps and opportunities for further exploration. 

Opportunities for future actions include encouraging interest and participation by government, industry, and 
academia in IEEE public safety-related activities; investigating and guiding enhancements to existing and 
emerging technologies; and lending expertise to public safety technology implementations and 
standardization, among others:  

• Investigating, identifying, and prioritizing opportunities for existing relevant technologies to solve real-
world challenges that public safety agencies currently or will face in the near future. 

• Researching new technologies capable of closing the gaps in public safety applications. 

• Creating and introducing frameworks, testbeds, and more that facilitate advancement of novel 
technologies in the public safety space. 

By developing activities, products, and services that foster the use of technologies by public safety entities, 
IEEE can extend and fulfill its mandate of “benefiting humanity.” 
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7 ACRONYMS 
2G 2nd Generation 
3D 3 Dimensional 
3G 3rd Generation 
3GPP 3rd Generation Partnership Project  
3GPPTM 3GPP Trademark 
4G 4th Generation 
5G 5th Generation 
5GAA 5G Automotive Association  
6G 6th Generation 
AAA American Automobile Association 
AAR After Action Reports 
ACN Automatic Collision Notification  
AESS Aerospace and Electronic Systems Society 
AI Artificial Intelligence  
API Application Programming Interface 
APS Antennas and Propagation Society 
AR Augmented Reality 
B5G Beyond 5G 
BBU Baseband Unit 
BPR Bottom Pressure Recorders  
BUI Build Up Index  
CBG Census Block Group 
CBRNE Chemical, Biological, Radiological, Nuclear, and Explosive 
CDC Centers for Disease Control and Prevention 
CO Carbon Monoxide  
CO2 Carbon Dioxide  
CONUS Continental US  
COVID Coronavirus Disease 
COW Cell on Wings  
CS Computer Society 
CSS Centre for Security Science  
CTS Consumer Technology Society 
D2D Device to Device  
DCS Drought Code  
DCS Deployable Communication Systems  
DMC Duff Moisture Code  
DNA Deoxyribonucleic Acid 
DNN Deep Neural Networks  
E2NB Enhanced ENB  
EA Educational Activities 
EDA Electronic Design Automation 
EDS Electron Devices Society 
EKG electrocardiogram 
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EMBS Engineering in Medicine and Biology Society  
EMCS IEEE Electromagnetic Compatibility Society 
EMS Emergency Medical Services  
EMT Emergency Medical Technician 
ENB Enhanced Node B 
EOC Emergency Operations Center  
EPC Evolve Packet Core  
EPS Electronics Packaging Society 
ER Emergency Rooms  
ESC Electronic Stability Control  
ESF Emergency Support Functions  
ETSI European Telecommunications Standards Institute 
eUE Evolving User Equipment 
EV Electric Vehicle 
FDC Future Directions Committee  
FEMA Federal Emergency Management Agency  
FM Frequency Modulation 
FMC Fuel Moisture Code  
FNI Future Network Initiatives  
FPGA Field-Programmable Gate Arrays  
FRN First Responder Networks  
FSO Free-space optical communication  
FWI Fire Weather Index  
GEOSS Global Earth Observing System of Systems Community, 
GRSS Geoscience and Remote Sensing Society (GRSS). 
GHz Giga Hertz 
GIS Geographic/Geospatial Information Systems  
GNSS Global Navigation Satellite System 
GPRS General Packet Radio Service  
GPS Global Positioning System 
GPU Graphics Processing Unit  
H2S Hydrogen Sulfide  
HAP High Altitude Platforms 
ICAM Identity, Credential, and Access Management  
ICS Incident Command System  
ICT Information and Communications Technology  
IEEE Institute of Electrical and Electronics Engineers 
IMS IEEE Instrumentation and Measurement Society 
IMT Incident Management Team 
INGR International Network Generations Roadmap  
IOPS Isolated E-TRAN Operation for Public Safety  
ISI Initial Spread Index  
ITSS Intelligent Transportation Systems Society 
ITU-R International Telecommunications Union, Radio Communications Sector  
KPI Key Performance Indicator 
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LAP Low Altitude Platform 
LEBC Law Enforcement and Border Control  
LEL Lower Explosive Limit 
LMR Land Mobile Radio  
LMRS Land Mobile Radio Systems  
LPWAN Low-Power Wide-Area Network 
LTE Long Term Evolution 
MAC Multi-Agency Coordination  
MANET Mobile Ad Hoc Network  
MDRU Movable and Deployable Resource Unit 
MDT Mobile Data Terminal  
MEC Mobile Edge Computing  
MIKoBOS Mobile Information and Communication System for Emergency Response 
MIMO Multiple-Input and Multiple-Output  
ML Machine Learning  
MMES Multimedia Emergency Services  
MMS Multimedia Messaging Service  
MNO Mobile Network Operator  
MQTT Message Queuing Telemetry Transport 
MSG Mobile Standards Group  
MTTS Microwave Theory and Techniques Society 
NATO North Atlantic Treaty Organization 
NB-IoT Narrowband IoT 
NE North East  
NGO Non-Governmental Organization 
NIMS National Incident Management System 
NPSTC National Public Safety Telecommunications Council  
NSA Non-Standalone  
O2 Oxygen  
OSHA Occupational Safety and Health Administration  
OU Organizational Units  
P25 Project 25 
PAMR Public Access Mobile Radio  
PASS Personal Alert Safety System Device  
PDA Personal Digital Assistant  
PES Power and Energy Society  
PMR Professional Mobile Radio  
POI Point Of Interests  
PPDR Public Protection and Disaster Recovery  
PPE Personal Protective Equipment  
ppm part per million 
PS Public Safety  
PSAP Public Safety Answering Point 
PSBN Public Safety Broadband Network 
PSP Power Systems Protection 
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PSTTF Public Safety Technologies Task Force 
PTT Push-to-Talk  
RAN Radio Access Network 
RAT Radio Access Technology 
RF Radio Frequency 
RFID Radio-Frequency Identification  
RPMA Random Phase Multiple Access 
RS Reliability Society 
RSF Recovery Support Functions  
RSM Remote Site Manager  
SA Service and System Aspects  
SA Standalone (5G) 
SA Standards Association (IEEE) 
SAE Society of Automotive Engineers  
SARS Severe Acute Respiratory Syndrome  
SDN Software Defined Network  
SE South East  
SES Satellite Earth Stations and Systems  
SMS Short Message Service  
SOS Save Your Souls (message) 
SPS Science for Peace and Security (of NATO) 
SPS Signal Processing Society (IEEE) 
SSCS Solid-State Circuits Society 
SVI Social Vulnerability Index  
TA Technical Activities (IEEE) 
TEDS TETRA Enhanced Data Services 
TEMS Technology and Engineering Management Society (IEEE) 
TETRA Terrestrial Trunked Radio 
TG Tidal Gauges  
TRAN Terrestrial Radio Access Network 
UAV Unmanned Aerial Vehicle 
UE User Equipment 
UNICEF United Nations Children’s Emergency Fund 
USFA United States Fire Administration 
UTRAN UMTS Terrestrial Radio Access Network 
V2B Vehicle-to-Building  
V2G Vehicle-to-Grid  
V2H Vehicle-to-Home  
V2X Vehicle-to-Any  
VGCS Voice Group Call Service  
VR Virtual Reality 
WFDS Wildland-Urban Interface Fire Dynamics Simulator 
WG Working Groups  
WMN Wireless Mesh Networks  
WSN Wireless Sensor Networks  
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WWG Wind-Wave Gauges  
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