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Definition  

To meet the growing local and distributed computing needs, the Cloud is now “descending” to 

the network edge and sometimes diffused onto end user devices, which forms the “Fog”. Fog 

computing distributes computing, storage, and smart networking services closer to the end users. 

Instead of concentrating data and computation in a small number of large Clouds, Fog computing 

envisions many Fog systems deployed physically or logically close to the end users or where 

computing and intelligent networking can best meet user needs. 

 

Description 

Pushing computing, control, data storage and processing into the Cloud has been a key trend in 

the past decade. However, the Cloud alone is encountering growing limitations in meeting the 

computing and intelligent networking demands of many new systems and applications. Local 

computing at the network edge is often necessary to, for example, meet stringent latency 

requirements, integrate local multimedia contextual information in real time, reduce processing 

load and conserve battery power on the endpoints, improve network reliability and resiliency, 

and overcome the bandwidth and cost constraints for long-haul communications.  

 

To meet the growing local and distributed computing needs, the Cloud is now “descending” to 

the network edge and sometimes diffused onto end user devices, which forms the “Fog”. Fog 

computing distributes computing, storage, and smart networking services closer to the end users. 

Instead of concentrating data and computation in a small number of large Clouds, Fog computing 

envisions many Fog systems deployed physically or logically close to the end users or where 

computing and intelligent networking can best meet user needs. Fog computing and networking 

present a new architecture vision where distributed edge and user devices collaborate with each 

other and with the Clouds to carry out computing, control, smart networking, and data storage 

tasks. For example, the Fog can distribute computing where contextual information is abundant, 

efficiently leverage and feed the Cloud for machine learning with richer sets of data, and provide 

timely localized security services with global intelligence on security threats. 

 

Fog computing and networking see rapidly increasing applications in, and demands from, many 

industries such as manufacturing, smart cities, connected transportation, smart grids, e-health, 

and oil and gas. Fog computing will also be a key enabler for the Internet of Things (IoT) and 5G 

mobile networks. For example, Fog-based services can prove effective ways to address a wide 

range of unique IoT challenges such as helping securing resource-constrained endpoints or 

supporting local analytics. Fog-enabled 5G radio access networks can improve network 
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performance, enable direct device-to-device wireless communications, and support the growing 

trend of network function virtualization and the separation of network control intelligence from 

network hardware. 

 

Many new challenges will be encountered on the journey to realize Fog computing and 

networking. For example, what fog computing and networking architectures make the most sense? 

how will fog computing influence networking? How should the Fog interact with the Cloud? 

how to compose, deploy, and manage distributed Fog services, how to enable highly scalable and 

manageable Fog networks and systems, how to secure Fog computing and networking systems 

and services? how to effectively provide highly available and reliable Fog services with 

distributed and sometimes limited resources? how should end-to-end applications be developed? 

and how to enable users to control their Fog services provided by Fog operators?  

 

Addressing these challenges necessitates rethinking of the end-to-end network and computing 

architectures. 

 

The information and communication technology industries, from chipmakers to networking 

companies to software companies, have begun to devote significant efforts to develop Fog 

computing technologies. A global industry-academia consortium – the Open Fog Consortium – 

has just been launched with participation from major industry movers to accelerate market 

adoption of the Fog computing concept and solutions and to develop an open Fog computing 

standard. A growing number of industry workshops and conferences focused on Fog computing 

and networking are being held each year. 

 

The many profound research challenges in Fog computing and networking are also drawing a 

booming interest in the academia, as demonstrated by the recent burst of new workshops and 

journal special issues in the area: Fog Networking for IOT and 5G Workshop (2015), IEEE 

Symposium on Edge Computing (October 2016), IEEE Internet Computing Special Issue on Fog 

Computing (publication planed for March 2017), and Elsevier Future Generation Computer 

Systems Journal Special Issue on Security and Privacy Issues in Fog Computing (publication 

planned for late 2016).  

 


